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SOVIET ¢R8%7 " CAPABILITIES AN" INTENTIONS FOR

ELECTROMAGNETIC WARFARE (Below 30Mes.)

EIC=R~12
EN REWORD

Flectromagnetic warfare is the centest through pre-
clugive use, jamming, interference and related meas-
ures for the control of all or parts of the radio
spectrun or tiie denial of use by cthers. This report
deals only with the so-called longerange portion of
the spectrum {below 30,000 kilocycles) in so far as
the direct conduct of warfazre is concerned. lhe sub-
ject is much hroadsr than the mere jaming of mass
aural channels of radiobroadcasting. It envelopss
the wole gamut of uses to whichradio can be put in
the spectrum portion considered. lhis assessment

is intended tc give some deseripiion of the present
Soviet Orbit rapid communications profile, the manner
in which these resources are employed, their purpose
and use, and a measure of their essentiality. From
this point of departure, trends, capabilities, vul-
nerabilities, and intentions with respect to enlarge-

ment of ele ctromagnetic warfare are developed nasically

from the standpoint of strategic and sconomic service,
under cold war conditions durinp the next twe years.

% USSR, Albania, Last Austriaz, Bulgaria, Czechoslovakie

China, Fast Germany, Hunpary, Poland, and Humania

washinpion, D.C,
24 HMarch 1953
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_ The radic medium is a worldwide natural resource. I&
1s extensively axploiled by the Soviet Orbit. Wire as well as radic
conjoin in providing the Orbit with a rapid commundcations profile
of marmouth proportions. Though complex, the parts are generally
integrated for meximum service to the state. Thers is heavy depen= .
deonce on radic. Wire line facillities are inadsquate in large areas
of the Orbit sast of the Urals. Radio is the only rapid medialfor
cormunications, longwrange navigation, and guided missile control
services involving mobile units. Its radio resources facilitate and
accelerate the exercise of the sum- totel activities of the state
in all its ramifications, political, ¢économic, soclial, propagandis-
_tié, and military. Jamming today is among its uses, '

L The most critical arca from the visia of raepid commnica=
tions inadequaries is the strategic Arctic area, Alr routes betimen
northern Siberis and the United Stetes are generally shorter through
the Arctic region by great circle navigation. But it is in the
Siberian srea where Urbit wire facilities are sparsest, thus aggra-
vating the dependencs on %the radio medium, Further, r adio propaga-
tion in this area (North Auroral Zone) is somewhat unstable, bence
unrelisble. Moreover, rapid physical transport to back up the mora
rapid comminications media are also spavse in thiz area. These fag-
tora tomthar conmlvn to rendear the area eritieal. _

The eguipmonit necessary for communications and jamming opsra-
ticns can be mamufacturad Ly the imporéant Orbit electronics indusivy.
For esgential and military electronics requirements there axists in the
Soviet area of contrel sufficlent capacity due to therepid growth during
the laet few years. The preduction of decimeter radlo relay squipment
has grewn from nothing in 1948 to an estimated 1500 sets in 1952, Pro-
duetdion farilitdos are adequate to produce elactronice requirad for a
rezsoneble slectromapnetds warfare program. The effect on other Soviet

- @lectronics programs will depend on the acope of thelir undertskings, Re-
colving end transmittor tube production capacity exists for fessiable
programs, Transmltters cen be manufactured inreasonsble mumbers, If
larper nusders of trensmitters are required; olectronie production fasili.-
ties can bs diverted if sufficlent priority is glven to expand slsctro~
magnatio warfovre program by the Kremlin., Fouipment production wiil there
fora not ba u major factor in influeneing electrmagnatic warfare,

ltapid electric commnications systems require clectrie
power 88 the sourecs of energy, Althoughthe percentage consumed by
communications of the total available to the Orbit ie minute, a
continuing supply of electrical energy is essential to proper operg-
tdon of electricalvepid commnicstions. Bub the. inadequasies of
powsr digtribution over large areas eest of ths Urals impose logistin

and generating problems thai could become vexing under sudden heavy
demand conditions. :

The availshility of commnication manpower 4is not abundant,
ui adequate, and capable of being incressed over & period of aix
months or 80, In the field of techniques, procedures, and tschnolo-
gles, Sovial competence seems to be as far advanced as that of the
West in zome avess., In others it is less creative and more imita-
tive. But imitetion itself cannot oloss the rap betwesn conception
of an idea and spplication. Exploitation particularly of East Gerwman,
Csechoslovakian and Hungarian competence has made mederm contributions
o Sovlet know-how, ’

. The Soviet Orbit does mot emjoy fully standardizatdon of
cormunications equipment and orocedures. Incompatibilities should
result in difficuliies in schieving meximum integration, maintenance
efficiency, and maxiwum flexibility of operations.

vi
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Post World War II trends have been marked by restoration
activities followed, about 1949, by increases im the capacity of
existing plent, extention of plant to virgin territory, and the
spplication of new world technlques and technologies created during
end since the war. Apparently severgl new significant land lines
and at least one significant submarins cable have been installed
in or into the strategic Arctic arsa. Of pertinencs hers is rather
huge development of the wire-diffusion systems for the wire 1line
distribution of mess aural brosdeasting programs. The radio trans.
misslon base has been gteadily increasing in terms of mumber of
tranemitiers, power, uses, and Bervice aresd. Production of micio-
wave radio equipment suggests that some svstens are already in
operation., The jamming system has continued to expand since its
inception in the post World War II ers. Over the next two years
the Soviets will push forward to grsater heights the developments
they commenced vhen restoration was about complets in 3949,

‘ _ Tho Sovist Orbit posseasss at least some 9,600 signifi-
cant radle trsnsmitters. By the spplication of mmerous operationsl
methods the Orbit could appreciably enlarge its slectromagnetie
warfars capabilities. Bul the strategic cost of ubilizing these
cepabilities is thought- to vary exponentially with the extent of 7
their utilization, Rapid commmications are fundsmentally means
for accelerating human action and accelsrated humen action in tum
imposes demands for additional aceelersting moans, The strategle 1.
cost of meximm utilisation of present cepebilities over the next
two yoars ave considersd to be alwost intolerable, Since ons of
the prime cbjectives of the Kremlin is given as the rapid expan=
gion of the strategic power of the Soviet Orbit at an acealerating
rate, it would seem thabt the Orbit would need to develop more and
‘more commuiicstions resourmes for legiiimate sorvicee rather than
to consldor any significant curtaeilment therein, Where there is
# cholse of modia the Kremlin can favor wire over radio, or physical
media over both, There is grave gusstion, however, whsther the
Orbit, ot lsast in those huge areas whero repid ccemunications
rescurces are relatively undeveloped, could afferd the luxury of
doing mnything iteslf that would diminish or tend %o divdnieh, for
the naxt two years st least Tthe rate at which it sesks to acceler-
‘gte the growth of strategle power? lor does 1t soom likely, for
tho seme ressons, that the Orbit would cherish the potential
retardationgl effects of retalistory jenming upon the rate, Meximum
wtilization of electromegnetic warfars capability could impeir the
politicaliy echesive and contrcl bemsfits of domastic mess mral
radicbroadsasting, the agitative and propagandistic potency of
internationzl mass miral and press radiobroadcasting, the efficiency
of economic performance, the cultural and soclal satisfactions of
the psople derivad shrough and fram rspid commurications services,
and the strategic and tactical eontributions of radio services for
the exercise of military command the effsctive deployment snd use
of military wespons., : : S

The Soviet Orbit could markedly increase its electromage-
netic warfare cepebility ower the next two ysers. The smount of
inerease would directly depend upon Kremlin intentions with regpect
to jamming. If future jamming potential dominates production plenning
and rapid comunications systemstization in mich wiss as to diminish
depandende on radio below 30,000 kilogycles, the ineremant in cspability
could be large. Bub even without any Krewlin intentions to enlsrge
jauming capabilities as such, the growth of radio facilities to support
213 other plans and intentions would automatically yield en increase
in capabllity. :

vii
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Vulnerability, the susceptibility of Orbit to disruptions
in the exercise of the sum total sctivities of the state in all its
remd.fications, is assessed by measurement of the strategic essent-
1ality of Soviet Orbit radic services for that purpose,  Where there
is no esaentiality there is no wvulnerability. Only strateglc
esgentialities are considersd. Radio communications channels are
classified according to strategic essentiality of the service they
contribute. Commend chamnels sre required for the exercise of
supreme authordty and control, Hence the demand for radio as a
rapid media for soms of theses channels is heavy. Hence the wvulner-
ability of Soviat command channels is rather high in all arsasexcept
possibly in the Eurcpean Orbit. Intelligence channsls, of which
nothing is knowmn, are mentioned becauss of thelr high strategle
importance. Operational chamnels, which are required for the aptinum
deploymentt and employment of strategic power where time is precious
and dependebility of service vitel, are of two types from the stand-
point of wulnerability., The non-mobile cperational channels are not
necessarily dependent upon radio and the mobile operational channels
do depend upon radio. All segments of the Orbit hierarchy and sub-
ordinate echelons (political, economic, air, sea, and land) rsquire
the,saervice of auch channels. The vulnerability of non-moblile
communication channele ig high but nat se high as for command channels.
The vulnerability of moblle chamnels dspends vpon the number, charace
teristics, and types of mlssions of the units involved and could
smpproach the strateglc importance of commend chsannels, ss in the
chass of a large flight of long-range bombers armed with etomic bombs
on an attack mission. The vulnerabliliiy of Ordbit mobile radionavi-
gational and radio control (for guided missiles) servicas is considered
gensrally high for combat usege, bul for non-combal usage much lowasr,
Suppert channels are those channels required for the exercise of -
Orbit housekesping functions. They are the most numerous olass of
charnels, The vulnerability of support chamnels 1s generally lsss
than that for the otherthyee classes. They ars less important and
the serviece they psrfomm can gensrally tolerate some delay or cam
be digpengsd with, On the whols the wulnerabillty of this ciass of
chennel would probebly rise exponentially with the elapse of time
during which the service they perfomm was unavailable,

* Rataliation impljes the existence of enlarged Soviet &lectro-
megnotic warfare, Soviet plenning for an enlargement of electromagmetic
warfare would probably imclude plans to minimizg the effects of
retsliation, Plamning would algo bake into account the exposure of
Sovlot radio channels to its own jamlng.

Tha probable effsois of retalidtion may be of three kinds:
1) end effacts upon the sum totsl activities of the Orbit; 2) the
effects upon the operationsl utilisation of the rapid commnication
regource; and 3) the diversion of ressources, The effscts upon the
activitiea of the Ordlt would, assuming that retalisation was effective,/
regult in a slowdown in these activities end if continued would
eventually result in lossaz ineffeative strength of the Orbit., The
slow down would begin at a low level, probably rise rapidly, and begin
to recede soon after readjustments could be made, Quantitative analysis
of the effects of retaliation, 1f possible at sll, would be exhaustingly
laboricus, The operational utilization of repid communications would
be @ffected by retaliation by a realigment of the traffic loads
carried by the variaus rapid madia, by the diversion of less essential
traffic to less-than-rapid physical msans, and by the suspension of
non~gsgential traffic. Retaliation, if effective, would be expected
to imduce soms diversion of resaurces., 7The lsvels of diversion would
‘hinge on the essentiality of the c¢lass of channels, The diversion of
rasources for command chammele could be considerable and involve
hurried constructlon of new facilities regardleas of men and material
gosts., To a lesser degree diversion of rasources might take place
* for contruction of new facilities to handle the leas essantial channels,

viii
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The Soviet Orbit cold war electromagnetlc warfare intentions
may be sssessed by analysis of performance, implications, and plamning.
As to performance, the Orbit has been building what appears tobe a Jorming
systems of which the magnitude and effectiveness appears to be increasing.
For the most part, the jamming has been directed against "hostile™" radio
aignals (mostly radiobroadecasting) entering the "soverelgn" domain of
the Orbit. It would be, however, hazardous to our communication
security to concluds that jaming of radiobroadeasiing represents total
Soviet intentions. Poseible imolications of the Jamming performance
today are that it helps to achieve more complate BasteWest communicatiom
discontinuity, and it serves as a proving and exercieing ground for
the development of a broader slectromsgnetic warfars ragource. With
the U8 removed in distence from its Buropsan and Paeific allies it is
heavily dependent on radio for rapld communicailons. The Soviets must
be awsre of this situation and have most likely included it in their
electromagnetic warfare plans. )

Tt seans clear thai, under cold war conditlons, the Sovieta
intend to conbinme to work towsrd minimization of the strategle
essentizlity of Orbit radio gervices., This canbe done by raduclng
thelr presont heavy dependsnce on the radio madium balow 30,000 lkllocycles.
Contruction of non-radio rspid comuupications faellities will probable .
continue to be of prime imporiance but in the vast areas east of the -
Urale it is unlikely that the dependense oh radic cmn be eliminated’
vithin the next two years, In the cass of the mobile services radlo
ie eswential and of increasing importance. The Soviets are unlikely
to ignore these factors in their plamming for an emlargement otl; .
elsctromagnetlc warfare. I

Thers 13 no evidenee at hand to indieale that the Soviet
have, in fact, invoked thus far any of its elaciromagnetic warfare
capabilities. The current jarming effort against foreign radiobroad-
casting can be characterised ocs a legal contest with psychologlcad
varfare implications, FElectromagnetic warfars would, quite poasibly,
be invoked on a localized basis sc as mot to reveal the Kramlin's full
haud of tricka.

The Soviet Orbvit poscssses, in being, & msmmouth rapid
coxmunications resource. Includsd im it sre active and potentlal
jomning facilities which could be improved and expanded. The repid
comtumications system i3 being improved and expandsd, but mere than
two yesrs will be required tc minimize the essentisiity of its radio
services. In the meantime 1ts vulnersbility in emms of the strateglc
espontislity of its redio services ig High. The £ull commitment of
this capability for electromagnotic warfere in the faca of its high
vulnerability would be intolerabls {or several years o coma. Localisad
employment under cold war conditions of electromagnetic warfars im such
o manner as o not bring on retalistion would seem to be the pattemn
which could be followed with the least disruptlon to ths Soviet Orbit.

The incidengs of a holt war would immke on the part. of the
Soviet Orbit 28 full an smployment of its electzonmagnetic warfare

copability as its war time legitimate sirategic essentisl radio needs
would peruit,

$x
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INTRODUCTION

) The radio medinm is a worldwide, natural resourcs.t It is a

- harnessable means of transport, at the speed of 185,000 miles per second,
for the conveyance of ideas, infomatlon, and remote control signals, It
exists evevywhere. Hence it is not subject to world monopoly by any
country or group of countries. Today it is used by all civilized countries.
The radio medium not only competes succesafully with the only other rapid
medium for communication purposes, the wire line, bt has far surpassed
the wire line medium in its versatility of uss. 4Apart from its zlmost
exclusive domain for specialized functions, such as radiolocation, radio-
conbrel, and radionavigation, the radio medium is the only available
redium for rapid conmunication with andbetween mobile units {(aircraft,
ships, land vehicles) over sppreciable distances. Its value as a medium
of rapid, mass communication is excelled by no other,

One common.unit of measurement of the radio medium is "frequendy".
The frequency range of the radio medium, known as the "radio spectrum",
covers from 10 kilocycles to the order of 3,000,000,000 kilocycles, Al
frequencies do not traverse the radio medimm equally well, Those above
30,000 kilocycles generally apevseful for relatively short distamnces,
or line-of=-sight gpplication.. Those below 30,000 kilocycles generally
ccmprise the long-distance portion of the radio spectmm.,%m-

Any strategic and economic dependence of the’ power nations of
the world upon thig relatively small, though precious, slmost fully-
cccupied segment of the radio spectrum for suwerous long-range services
would cast this segment in a crucisal role, '

The key to any appraisal of Orbit electromagnetic warfare poten~
tial is the sum total of the active and reserve radio transmitters it can
put on the air. This is so because amy radio transmitter capable of
radiating electromagnetic energy on frequencies below 30,000 kilocyeles
must be assumed to be a potential jammer, but much more needs to be known.
This includes the location and characteristics of the transmitters; the
stratepic importame of the normal service(s) of thoss transmitters in the
minds of the Kremlin; the availability of alternate means; the disruptive
effect, if any, of Orbit jamming of Orbit strategically vitsl radio services;
the disruptive effect, if any, of Western retaliatory jamming of Orbit
strategically vital radio services; and the variations in effects including
Jamming intensity end duration, among others. The solid data upon which
solid answers can be formulated are not available. However, sufficient
fragmentary material -is on hand to formulate estimates in measuring Orbit
capabilities of enlarging electromagnet:.c warfare and of its cold war
intentiong in this field,

The time limit imposed for the preparation of this report required .
the use of unevaluated as well as evaluated materizl in order to achieve
some semblance of scope and depth. For this reason the report should be
conzidered somewhat impressionistic rather than completely factual and
soundly concluuive,

# Appendix A "The Radic Medium as a World Resource" develops in some detail.
the genersl nature, significance, and conditions of use of this resource.
#% 30,000 k:locyeles 2 30 MGS

x
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‘ I. The Present Orbit Radio and Wire Communications Profila.

Introduction.

The present Orbit rapid communications profile is a complex in which
both the radie and wire media are employed. In practice the employment
of the radio medium is seldom wholly divorced from the wire medium. The
inter-dependence that exists tskes several forms. In some applications
wire facilities complement the radio facilities. In others they are
supplenental. They are sometimes alternale Yo each other. Wire lines
are frequently used teo provide control circuits for the operation of
radio facilities. Wire facilities sometimes provide the only rapid
meens for the collection and distribution of cormunications received
from or addressed to mobile units equipped with radip facilities. The
wire mediom does noi possess the versatility of the radio medium. But
nodern technologies, some developed initially for application to radis,
have permitied far-reaching increases in the capabilities of the wire as
a conveyor of rapid electric communications of variocus kinds., In view
of the foregoing the wire medium cannot be ignored in an;y discuseion of
radio service discontinuities.

Although operating on radio frequencies beyond the 30,000
kilocycle limit of this report, the highly pertinent micro-wave {decimeter)
radio technology, developed practically since World War II; is germane
to the Orbit%t communications profile in somewhat the same way as the wire
line mecdium. The strategic and economic implications of this technology
and its incipient application in the Orbit are telling. It possesses all
of the advantages of radio below 30,000 kilocycles, except long-distance
coverage without the intermediacy of relay stations. It possesses all of
the advantages of wire, It offers high circuit capacity, almost unlimited
gpectrun space, almost complete communications security, low susceptibility
to magnetic, atmospheric and other disturbing influences; low vulnerability
to eleciromagnetic warfare, a high measure of recupersbility, and, when
mobilized a cuick means in emergencies to reploce or augment certain wire
or radio facilities. Iits esmsential disadvantage for lonpg-distance communi=
cations is the necessity to provide relay stations about every 30 miles.

hadio below 30,000 kilocycles stands alone as the rapid medium
for communication over appreciable distences with and between mobile units,
to bridte quickly large bodies of water, and to span with rapidity large
land areas not otherwise provided with rapid communications faeilities.

This section descrikes the Orbit communications facilities and
systems in being, along with perceivable trends in their development and
use., The whole mamut of activities essential to exploit these comunications
resources fully to serve Kremlin strategy--their development, installation,
protecticn, operation, maintenance, snd expansion--reqs:re direct suppord
of other rezources. Those to be cmsidered are manpower; productive;
technical and technological resourses,

]
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A, The Facilities and Systems

1.  The Soviet Union

General
The Soviet Unicn comprising over 8.5 million square miles

employs radio in all modern recognized communications and operational
services, For its internal basic communications needs, the Soviet Union
employs radio more intensively and extensively than any cother country in
the World., It is used in parallel with wire lines to the same points.
It is used to reach points beyond wire line terminals. Appendix B, a map,
gives a picture of the distribution of the known main trunk line wire
facilities (with a few such facilities in the northern European area
unconfirmed), Also shown on the composite impressionistic map are all
reported but partly unconfirmed radio stations assumed to contain from
one up to say fifty or more radio transmitters. In a sense, it depicts
the radio generation plant of the Union. The map shows that great
expanses of central and northern Siberia and the Arctic apvear to depend
almost wholly upon radio for rapid communications services within these
areas and with other areas of the “oviet Union., Polyarnyy, Murmansk,

_ Iokanga, Vorkuta, Dudinka, Khonu and Nikittsy (unconfirmed), Vilyuysk,
Ust*=Aldan, Krest-Khal‘®dzhay, and Ust'-Srednikam below it seem to be
the only exceptions. 1/ 2/ 3/ With inadequacies in other forms of
rapid surface transpor® in these vast areas, air transport can seem-
ingly provide the only relatively fast alternative means of intelli-
gence communication.#* The apparent lack# of wire line facilities in
these areas, except as pointed out above, does not prove lack of
importance of either the wire line or the area. Recent reports indi-
cate that wire lines are being extended northward usually towards and
along rivers. Activities of strategic and economic importance are
carried on there. These include shipving over the Arctic Ocean route,
meteorological studies and observations, air transport, mining,
lurbering, etc. - :

Strategically imvortant observations may be made from
this broad picture. Those areas of Siberia which apparently must depend
upon radio for communications and functional services are for the most
part closer by great circle route to the US than are all other portions
of the Soviet Orbit domain, where, oddly enough, both radio and wire
facilities are more prevalent. This means that any Soviet air operations
to the US over these short<haul great circle routes must depend heavily,
if not alone, upon radio for its strategic, command; tactical, operation,
and intelligence communications and functional services. Since radio
signals travel great circle routes between the points of transmission
and reception, it also means that these vital Soviet radio facilities,
from the standpoint of distance alone, are in the front-line pcsition
vis=a-=vis the U5 and hence may be critical to electromagnetic warfare
plans and strategies,

¥ The absence of dafa on the existence of wire line facilities to and along
the whole Arctic front does not prove non-existence, The strategic
importance of the area would seem to justify the need for both media.
This need for wire is further accentuated by the anomalous radio
propagational conditions existing in the vicinlty of the Arctic (Auroral
Zone). Suitable northesouth routes for extending the wire line system
into the Arctic, which might mitigate the evils of the permafrost
problem, might be in and along the White Sea=Baltic Canal, in or along
the long rivers, which generally run in a northerly direction, and the
short land-river and sea routes tc the Bast Siberia Sea.

% See Airlines Map -~ Appendix P.

D
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a, Civil Facilities

(1) Basic System

The basic communication system (telephone,
tel egraph, telephoto) serving the general=purpose needs of the country
comprises over three millions of kilometers of wire in various forms.
As of March 1951, the USSR was allegedly operating altogether over
1,190 radioc stations inthe Fixed Service (including Aeronautical Fixed
Service). Some of these, however, may not operate into ‘the basic
system. According to international records these 1,190 Fixed Service
radio stationshad assigned to them over 11,900 frequencies below 27,500
kilocycles, Reportedly im 1951 the system handled 132 million interurban
and international telephone conversations and 283.5 million domestieo,
international, and transit telegrams. During 1945, 1.5 billion words
of telegraph traffic was said to have been handled by radio alone,

hppendix B is an impressionistic composite
graphical presentation of all reported, and partly unconfirmed principal
wire facilities and overall radio stations of the USSR. Probsbly all
of the wire line facilities but only a portion of the radio facilities
shewn are directcomponents of the basic system. Many of these radio
stetions operate in whole or in part in other services to be described
later.

Table 1 infra is a partial list of cities
having extensive wire and/or radie basic communications facilities.
They Seem to fall into the category of main centers. They communicate
with Moscow, the principal center, and with each other, They serve
their own areas directly and through regional and rayon subcenters.

The figures entered against each center give the number of radio
frequency listings below 30,000 kilocycles entered in official inter=
national documents for that city. They do not necessarily reflect radio
usage, radic dependence, the number of transmitters, or the number of
stations. g / 3/

Tabie Lo

Partial List of Gcnjectui'al USSR Main Basic Wire é.nd/or Radie Communications

Certers with the Number of Listed Frequency Assigmments{below 30,000 kilocycles)

Moscow 59, Sverdlovsk 16 Stalinbad 29
Irkutsk 239 Krasnoyarsk 68 Riga 21
Khabarovsk 199 Kharlov 8l Simferopol 18
Novosibirslk WE Tiflis 6l Kagan? 12
Tashkent . 12Lh Kiev 53 Livov 12
Vladivostok 116 Komsomolskens-Amurs U7 Sarateov 7
Leningrad 100 Anadyr? Iy  Xzaudzhikan

Yalcutsk 99 Rostov-na-domi L3 (Ordzhonik idze &
Alma-Ata 9% ‘lshikhabad 32 Minsk 3
Baku 8L Omsic 30

Table 2 infra is a list of additional cities
which msy not be functioning as main centers but which show a relatively
large number of listed frequency assigmentso_z/

¥ Bxcluding Wwire lines devoted to wire-diffusion breoadeasting.

3=
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Iable 2. ®

e

List of Additional USSR Citiss Showing a

/ Relatively Large Number of Assigned Frequencies

Archangel 73 Chita 56 Astrakhan 39
Petropavliovsk ~ Odessa b3 Semipalatingk 35
{Kanchatskiy) 61 Tobolsk Lo Aleksandrovsk

(Sekhalinski) 33

The wire lines (Appirdix B) like the railroad
lines {(Appendix L) provide service to the populous areas of the country
which are shown in Appendix L. In spite of the wire coverage in these
populous areas powerful radio stations are found in key cities. Addi-
tional powerful radio centers are found at importent locations north of
60° 1atitude nerth. Sites of the more powexful, longerange radio stations
are displayed in Appendix K Map 7.

In addition to these high frequency stations, '
there are very-low-frequency stations in the extreme far north for point-
to-point communications, Appendix K Map 1.

Gateway cities for the handling of "open"
international communications are listed in Table 3 infra. 8/
.

Table 3.

v List of USSR Gateway Cities for the

Handling of "Open! Internationsl Communications

Ashkhabad Leningrad ) Tallin {Estonian SSR)
Batum Livow Tashkent: i
Irkutsk . Moscow Tiflis

Leninakan Qdessa Viadivestok

Appendix C contains a list of the international
facilities (International Telecommunications Circuits) operated from these
gatewzy cities, Included are the points of communication, the method of
‘communication, and the media employed. The use of the radio medium involves
freqencies below 30,000 kilocycles. Included on page 1 of Appendix C
are some detail statistics on these facilities for the whole Orbit.

The cities shown in Tables 1, 2, and 3, supra
all of which employ both wire and radio with the exception of Petropaviovsk
(Kanchatskiy), form the hard core fori of the basic domestic and inter-
national rapid communications syitem of the Soviet Union.

Though nct properly considered part of the
basic system, certain additional strategically imporiani international
radio facilities are listed in Appendix D, This is a partial list of
nelosed" or covert strategic and emergenecy communications channels provided
by radio stations installed in Orbit embassies or legations in foreign
countriss. They ars probably intended to communicate with Moscow and/ow
their home capitals. To safeguard these channels for vital use, it is
likely that they are at present seldom used, if at all,

* Tt i & curious fact that Murmansk in the Arctic and Kuybeyshev (the
alternate capital of the USSR during a portion of Worid War II) do
not appear in either list. This omission suggests the possibility
that the USSR may not have amended i¢s international notification
records to the International Telecommunications Union since the late
193045 or early 19L40vs,

..
el oReEs
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(2) Aeronautical Systems

For rapid transport in a country many large
apeas of which are without modern highways, railroad lines, and inland
waterways running in the right direction air transport looms important.
This is particularly true of the Soviet Union east of the Urals and north
of the general route of the Trans-Siberian rallroad. Air transport east
of the Urals is of great sconomic importance to the country. It supports
the Northern Sea Route by providing year-round access to the rich mineral
deposits and other natural resources in biberia. It services the new hydro-
elactric and canal projects in this area. It assists in the maintenance
of meteorolopical services which in turn serve the whole country, and in
supporting scientifie explorations in the arctic and desert areas., Air trans=
port in this large area also serves political purposes by providing a rapid
transport link betwesn the Kremlin and the areas. Air transport is widely
used for the distribution of newspapers and other party propaganda media.
It carries mail and key personnel, The most recent development of some
aignificance east of the Urale has been the extension of air service by three
different routes tc the Communist Uhina capital of Peking. 2/ In part, the
very absence of adequate rapid communications facilities in this area helps
to stimulate the development of air transport there. The safe and efficient
operation of air transport in this area in turn requires the provision of
suitable aercnautical radio communication and radionavigation aids,

There are three kinds of aeronautical radio service:s
The aeronautizal fixed service, the aeronantical mobile service, and the
aeronautical radionavigation service.

) Iittle is known about the wire facilities used by the

USSE to serve its civil and military aeronautical operations. No doubt
some wire lines are specially employed for these services. Aprendlx F
spots some of the Soviet radio stations providing aeronautical mobile and/or
radio navigational aid service. In 1949 it was thought that stations pers
forming aeronautical fixed service were closely connected, even to the use
of the same radio channel as that which the aseronautical station {land sta-
tion used to commnicate with aircrafi) uses to communicate with alreraft.
In 1949 there were thought to be over 300 radio stations associated with air-
lines and airfields, and this number has probably been increased considerably
since that time. It is not known to what extent civil and military aviation
communication is integrated, Appendix F alsc shows some of the radio
transmitting stations offering radionavigation services to aircraft.

(3) Maritime Systems.

While the USSR was never a great maritime power, it
did rank eleventh among maritime nations in 1939 for vessels of 1,000 gross
registered tons and over., Heavy tonnage losses were suffered during World
war IT but Lend-Lesse and other replenishments have since more than made up
for those losses. She operates hundreds of vessels of 1,000 tons and overs
Half of its merchant fleet is based in the Far sast. In recent years the
Soviet Government has put increasing stress on the need for augmenting the
role of water transport in the national economy. Among others, the USSR
operates water transport in the White Sea, Culf of Fimland, Black “ea, Cas-
pian Sea, Sea of COkhotsk, the Baltie, over the Northern Sea Route., “ome of
the service is damestie coastal, and some deep sea ocean. Additionally the
USSR operates fishing fleets and a considerable amount of inland trangport
is conducted over the numerous long rivers of the country. 11/

There are two kinds of maritime services: the mari-
time mobile smerviece and the maritime radionavigation service.

Little is known about the wire facilities used by the
Soviet Union in connection with its civil and naval maritime communications
operations. Probably some wire line facilities are involved, Avpendix ¥
apots some of the radio transmitting stations providing these two kinds of
service. In 1949 it was thought that 350 or more radio stations were involved
with shipping (probably naval and mercantile)., They appear to form two sepa=
rate though closely inte.rated networks, one for river and the other for ocean
transport. It is thought that stations at 2ix or more important locatlons
serve as focal points for all maritime trafffc in their general vicinity and
as interchange points for traffic with the basic communications network., The
mzin station for communication with the Soviet fleet on the high seas is
said to be located in Moscow,

-5 a
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Offieially published Soviet Union statistics
showed that, as of September 1951, the USSR was operating only 21k coast
(communications) stations. All of these stations provide telegraph and
most of them telephone service., The same source shows 768 ships, lncluding
naval, military, and leeobreakers, were squipped with radic. }g/

(4) The Land ilobile Radic System

Land mobile radic services comprise commuiications
services between mobile radio stations and base radio stations and between
two or more mobile radio stations. The Soviet Lnioh operates meny sueh
services to facilitate government, industry, and particularly miliiary
operations, Mobile radio stations are instelied in railroad enginss and

~care to expedlte the operation and control of trains and to facilitate

yard switching. Mobile radio stationse are installed in motor wehiizles to
ntrengthen security and aild police control, Moblle radio stetions installed
in machine tractors are used to accelerate agriculture by assietiag in the
dispatehing operations. Mobile radio statlons are probably used ia mining,
manufacturing, and the larger construction operations. Though many of
these applications use radio frequencies above 30,000 kilocyelss, it is
likely that some frequencies below 30,000 kiloeyzles are also employeds

Undoubtedly the Red Army is by far the grastest
uger of the land moblle radio serviee, aven though it alsc uses wire
lines in its operstions. 13/ .

(5) Meteorological Redio System

Metsorological radio mervices include the

" transmission of special radio signals intended solely for metsorslogical

ineluding hydrologlcal, observations and exploration, and for the transe
misgion of meteorological bulletins and weather reports. These zevicss
probably support the economy, agriculture, science, air and water Sranse
port and other needs of the cowntry. In 1949 it was thought that
practically all of the larger radle stations gave some kind of metaorologe
ical service. Other stations, mainly small, had been established o
raporting meteorological observations., In 1949 bulletins were reported
to heve been broadeast by rudio from 21 locations. The Soviet Lnlon
maintains meny radio stations on the land masses snd ialands along the
Northern or Arctie Sea route from Mwrmensk to the Pacific Ceean. .eny of
the radio stations shown on the mep in Appendix B conduct meteorelogical
servies of one kind or enother. Originelly many of these were to “urnieh
long=range meteorological data from fixed locations to aid in scieatific
and mllitary experimentation. Subsequently they were said to be used for
general exploration and explolitation of the Arciic Sea and air rouses,

. 'They apparently maintein communications with each other and with carctain

prineipal stations which intercommunicate with mein radio stations of
the basic network nearest %o them. In 1949 there was evidence of about
200 stations in the Arctic regions (north of gbout latitude 520 noth),
and it was estimaled that there were at least 200 more, yy'

(6) TIhe Broadeasting System

For rapid collective commnication the Soviet
Union employs two bhasic kinds of broadeast service. Ons is the pooular

" mass aural broadeasting service for ths benefit of the general public,

It provides domestle and international serviee in the lowe, medlum-, and
high-frequency portions of the radic spectrum, all below 30,000 kilceyeles.
The other broadeast serviee is the more specialized and limited sevice
generally employing forms of telegraphy,; for both domestic and intirnational
recoption for the bemsfit of more specific addressees. One known ipplie
cation of this technigue iz the press broadeast service., Other broadeast
gservices are probably assoeliated with the more strategic need of tie state,
such as broadeast intercept service for submarines and other vessels of

the Red Navy and outpost or advanse bases,

e
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(a) The Mass Aural Broadcasting System.

The USSR operates an extensive mass aural broad-
casting system providing for the internal or home service and the external
or international service. ‘Ihe bagic motivation behind the home service
is the means for communist indoctrination and agitation and that behind
the international. gervice is Communist prppaganda. Because propagational
paramebers and language complexities are restrictive limitations many USSR
broadceast transmissions are beamed to selecled internal and externsl areas.
Appendix E is a list of Soviet cities from which these transmissions
emanate, e2long with the number of transmitters and the frequencies and
powers employed. Page three of this appendix gives consclidated statistics
on these radio transmission facilities. They show that the USSR employs
at least 168 transmitiers in at least 85 citiss, The transmission power
employved ranges from 1 kilowatt to 500 kilowatts.. Of these 168, L2 operate
in the bands below 500 kilocycles, 61 in the bands between 500 and 1,600
kiloeycles, and 65 above 1,600 kilocveles., Of the total number, 3 low-
frequency, 2 medium-frequency, and an estimated 22 high~-frequency trans-
mitbers are in the Moscow area. The map in Appendix B symbolizes the
lccation of these cities. Some of these transmitters undoubtedly operate
se partetime jarmers. 3§ 16 317/ The locations of broadcast trans-
mitting staticns are scattered over the country. They are densest in
Evropean Russia and thinnest over the north central and northeastern areas
of the USSRH.

The internal system comprises three levels of
stations, % All Union stations in and around Moscow, the primary stations
located in one or more cities of each of the republics; and the local
stations, All three levels of stations originate programs. In addition
the primary stations rebroadcast portions of the Moscow transmissions and
the local stations rebroadcast portions of the primary station transmissions
which include portions of the iMoscow transmissions, This systematization
gives Moscow a “"command® charmel down e echelon to localized points. A
caleulated estimate of the total number of domestic program radio medium
transiwission hours per day comes about 900 hours. The Sowviet Union
has claimed that some 76 languages are employed in this system, but moni-
torial observations reveal the use of only 26 including Russian, The
unheard languages may be used on relatively low=-powered transmititers of
short range or over wire-diffusion nelworks. ;gj

The wire line plays a strategic as well as a
pelitical and economic role in the Soviet mass aural broadeasting system,
Wire lines are used to relay Moscow broadcast transmissions to distant
city stations for retransmission., Another princip sl use of wire lines
is for the distribution of broadcast programs to loudspeakers, rather than
to individual radio receivers which obviously depend upon the radic medium,
These wire lines for the most part seem to bz independent and separabe -
from the wire lines used for telephony and telegraphy. By wire connsction
te the transmitiing studio, loudspeakers in the surrounding area are served.
The wire link is also employed to transmit programs to more distant wire-
diffusion exchanges. Other remote areas are served by wire-diffusion
excheanges which pigk up more distant programs by radio, amplify them, and
distribute these signals to wired loudspeakers. In 1951 it was thought
that the Sovist Union operated over 11,000 main wire diffusion exchanges
serving over 6.8 million loudcpeskers, and over 15,000 minor wire diffusion
exchanges (post=war development) scrving over 2 million loudspeakers. They
are scattered over the country and obviously employ incalculasble kilometers
of two-wire lines. 19

This wire mesh has important implications for
ele ctromagnetic warfare. It is available for civil defense warning
notices, a8 many of the connected loudspeakers are located in public
squares and key locations., It is available for one way communication #rd
to address groups or individuals., And it is available, though primitively,
as a partial alternative to the use of radio in the basic system for
essenfial communications.

e
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The Soviet internabional broadeasting service
itself is far reaching. In late 1950 it was estimated that 50 transe
mitters in four citiés were employed in this service, Of these 33 were
for high-freguency transmissions, of which 20 were in the Moscow arsga,
13 for mediwn frequencies, and 4 for low frequencies. They were used

Yor foreign broadeasting for an estimated total of 88 program hours per
day in a total of L1 or more foreign langwages. Appendix G lists these

facilities along with data on the frequencies ewployed, the languages
used, and the areas intended to be served.

While the Soviet Union is now operating three
of four telavision centers and probably some experimental FM stations,
the use of frequencies above 30,000 kilocycles for mass gural broasdeasting
nrposes is gquite negligible. There in no evidence to support the likeliw
wod that the Soviet Union contemplates any sudden or radical changes in
the above described system based on the use of frequencies below 30,000
kilocycles, 20/

)

I’

(b) The Press Broadcast Service

The USSR broadecasts press material from nine
different cities, These are beamed transmissions to certain areas of
the TS8R, the Orbit countries, snd to other continents and countries,
Appropriate langusges are used in various forms of telegraphy, Morse,
Bellschrieber {a form of feesimile), and perhaps beletype. Appendix I
is a listing of data cn these transmissiong, With little or no difficulty
this sysbem snd its facilities could be used for, at least, specifically-
addressed ons-way communications whenever necesgsary
situations.

{7} The Amateur Radio Systen,

In the USSR the amateur radio service, through
govermment interest, is under wide development. Through the Voluntary
Soeioty for Assisbtance to the Army, Alr Force, and HWavy (D0SAAF), and
probably throughoth ™ organizations, programs sre carried out for the
deveicpment of radio operators, radio techunology, and radio clubs and
cireles. HNo estimate can be made -£the mummber of amabeur transmitting
stations that exist in the Soviel Unlon. It is speculated that the
number of such stations runs into the thousands. Appendix T shows that
some 1136 Soviel Union smateurs were coutacted by US smateurs between 1946
and 2953, It is believed that Soviet policy is to reduce the number of
individual stations in a given locale with the idea that one station
could be well-eguipped from the others. This arrangement affords bettex
instruction to bepimnners and at the same time makes more effective the '
comnunicaiion sscurily control that can be obbaimed from grous activitye‘g%f

(8} Specizl Service Stations

In July 1945 the USSH was breedessting radio
time signals from five different locations, meterorological bulletins
frem 21 different locations, and notices to navipators from seven locaticns.
No informaiion is avallable on the irsnsmission of medical advice and freq-
uency standsrds. 22/ In 1949 the USER was operating specisl service radio
stabions at the fcllowing lecstions: 23/

Arenangel Kaybyshev Odesga
Irkutsk leningrad Tashkent
Khabarovsk Moscow Tushing
Khimki (Moscow) Murmansk

There mrRy of courss be other special services being conducted over the
radin medium below 30,000 kilocyeles by the USSH of which we are not aware.

B
Approved For Releas& 2004/07/09: CIA-RDP92B01090R000300020038-2



Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2

BerBim(GrollalfeaT

The military forces depend upon the civil wire system
and long range radio facllities for most of their long distance circuitbs.
iood reliability and adequate security of such circuits are achieved
becaunss of the maintenance being performed by a semi-military group. known
as Signal Troops and by virtue of the exclusive sasignment of circuits
for military use. In some instances separate radio facilities are used
for coded military traffic. As will be seen from the map, {Appendix I}
woth civil wirs and radic fseilities are geogrephically readily available
to the important military headquarters.® Communication from military
neadguarters to local subordinate units is usually accomplished by
zeparate nilitary open wire lines supplemented by ghort range military
radio facilities. From a2 military standpoint, the long distance telephone
iines must be supnlemented by powerful long range radio facilities to
provide ageinst physical damage to the wire lines and failures during
the rigorous winters, It iz not knowm whether the Soviel Air Force has
its own long renge facilities., For navigation purposes g large mumber of
low powsr radio direction finder installations are spread throughout the
country for use by both civil and military sources,

% Rir force headquarters are net shown east of the Urals because
of the unceriainty of their locations,

s
Approved For Releage 200 [{OZ‘IQ‘? : CIA-RDP92B01090R000300020038-2

o ey wn

25X1



Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2

SwBelef=E-T

T wr e vae —

2. Satellites (Includes Communist China, East Austria,and
hast Germany)

a8, Communist China

General

It is axiomatie that a highly-developed rapid communi
calions system in a country usually accompanies highly developed physical
conmunications (railroad, airway, watervay, hishway, etc.). But even if
its physical communications are sparse and primitive, the exigencies of
modern statehood are such that a well-developed rapid communications
system is of vital importance. In China, neither of these two media are
highly developed in sviteof the faet that the country is second in size
to the USSR, comprising over 3.7 million square miles, with a population
second to none of about LB0 million people, China's rapid communications
system is principally concentrated in the larger cities of the eastern,
northern, northeastern, and parts of the central and southern regions of
the country. They thin out very rapidly toward the western portion, In
The farther reaches of the northwestern, southwestern and western regionsg,
rapid communications facilities are practically non-existent. The map in
Appendix B gives an impressionistic picture of the general sxabent and
local of its principal wire line and reported radio transmitting station
locatlons and indicates the combined radio and wire line centers. The
efficlency and speed of service varies ccnsiderably in different parts
of the country. The present wire line and radio systems, never developed
to meet or to stimulate public need, seem utterly inadequate to serve
the overall needs of the country if it is to progress politieally,
gocially, economically, and militarily. This seems particularly true i
development is to tske place at a rapid rate, since the role of rapid
cormunications is to accelerate human activity and effectiveness. 2l

It follows from the lack of wire line facilities in
the west and southwest areas that to serve thase areas in the near future
the use of radio will have to be the dominant means of telecommunications,

(1) Civil Facilities

As in the case of the USSR, no clear-cut distine-
tion can be made as between civil and military rapid commynications
facilities and services. In Communist countries, the entire rapid com-
mondeations complex with bub faw exceptions is state owned, state operated,
and state serving, The military departments can and do avail themselves
of facilities and services available to other segments of the government.
However, for strategic reasons, the military enjoy certain "privileges"®
in providing, operating, and maintsining systems, networks, and facilities
considered too stravegically important to share with other users. Hence
this section is divided into the civil and into the military aspects,

(a) Basic Systen

_ The basic system (telephone, telegraph, and
facsimile) serving the general -purpose nesds of the country comprised
about 600 thousand kilometers of wire in various forms. In 1950 some
328 radio stations were believed to be operating in the Fired Service
for peint-to-point communications. According to a 1949 estimate, however,
ovor £73 cities and towns in China had radiotelegraph stations. It was
estimated that about 6.5 million interurban and internationsl COnVEersa-
tions were handled in 1951, In 1946 12.9 million dome stic telegrams
were processed (11,1 million personal or commercial and 1.8 million
official or military) and 1.l miliion intcraational RNELLATGY .,

The scope of the comminications netunvl 1 chass o man
apperndix b,

T
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Table L is a partial list of cities having
rglatively extensive wire and/or radio basic communications fac1¢itlesn
They seem to fall into the cabegories of main centers. While Shanghai
still appears to be the principal center, there are indications that
this distinction is being shifted to Peking. 25/

Table b

Partial List of . 6. . Cormunist China Main Basic Wire
and/or Badio %ixmnun{canions Centers

Shanghal Hazrbin Kueiyang
Peking Mulkden Heian
Canton Jairen Lanchoun
Nanking Hankow Urumechi
Chungking Kurming

China has 115 circuits to foreign countries;
of these, 42 ave wire circults and 73 are radio circuits. Gateway ciities
for bandling of international communications are listed in Table 5, 34/

Tsble §

list of Gateway Cities for the Handling of Intornational Comcniivations

Aihun Dairen Lhasa Shelkli
Amoy Foochow Lupin Swatow
Antung Fuchin Nanlking Teinghao
Ganton Haikow Lungchon Tuluerh
Chian Xashgar Panz-chiang Tungring
Ch'i-ch'ien - Kongmoon Peking Urumchi
Chungking Kunming Shanghai Yenchi

Appendix C contains a list of the {International
Telecommunications Circuits) international facilities operated from these
gateway eitiez. Included are the points of communications, the method
of communication, and the media emploved. Included on page 1 of Appendix C
are some dehalled statistics on these facilities. Nothing is known of
Communiet China's covert internationsl facilities.

The cities shown in Tables I and § form the
structural foundation of the dasic domesitie and intermational rapid
communications system of Communist China,

ssides the basic generalepurpose rapi& connune
cations sysium described above are sceciallzed systems, networks , and
facilities. VJome are thoughit to be exclusively radlc, others perhaps
exclusively wire, and still cthers involving both. They serve segnents
of the goverrment, industry, and the military. They probably maintain
connections with the basic system, or can be 30 connected as necessary.
Because they must depend upon the radio medium for rapid communications
with and between mobile upits, the aeronautical, maritime, and land mobile

radic services loom large in strategic importance, both economically and

militarily,

o Lo

Bulim( =Rl T
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(b) Aercnautical Systems

, Thereis thought to be some 116 operational
airfields within Communist China and these are probably available to
the air transport organization, Practically all of these airfields
have radio communications facilities and most of them are equipped
with beacon navigational aids. These airfields for the most part are
located in the eastern psri of China both north and south. Because
of the proximity of one ficld to the ajacent ones the aireground facil.
ivdles might be used in a point-to-point chain of communications.
Information is not available on existing airways, airways traffic
control proecedures nor on the communication procedures used by the air
transports operating within Communisi China. A1l of these operational
airfields, both those controllps. and utilized by the "civil" andmiittary
authorilies, are immediately available to the needs and demands of the
Communist Air Force.

Appendix F locates reported aeronautical
radio stations providing comnunication and radionavigation service,

{¢) Maritime Services.

The inadequaecy of land transport in Chinas
has always placed dependence on the merchant marine for the movement
of the goods of commerce from the centers of production to market.,
Passenger traffic by water is also thought to be extensive., China has
had four divisions of water transport: river,coastal, nearsess, and
ocsanic. gzj

‘ To support some of its shipping activity,
China is believed to have operated in 1952 at least 23 coastal radio
stations, “gg The map of Appendix F locales many of these stations,
along with reported radic stations of the Communist China navy.

It is believed that very little radio is
used for inland marine operations.

(d) The Land Mobile Radio Services.

, Nothing is known about the use of radio in
Communist China for the operation of trains, vehicles, or other land
mobile units serving the various segments of state interests. Undoutedly
the Chinese army employs radio in connection with its administration and

{e) Metecorological Radio Systems.

Little is known about the rapid communications
facilities associated with Communist Chinas metecrological servicez., In
1549 there were 9 meteorological radio stations reported in operation,
mzinly in the high-frequency bands. During the same year there were 262
meteorological observaition staticns throughout the country., It is likely
that some of these were opersuving radio facilities for the collsction
and distribution of weather reports. 29/

TN
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(£) The Broadcasting Systems.

Like the USSR, Communist China operates two
basic kinds of radio broadeast service for rapid collective communi-
cations. In magnitude the facilities employed do not however reach
the proportions of those employed in the Soviet Union. Unlike any
other Orbit country Communist China employs a somewhat novel technique
for the distribution of news to the far-flung reaches of the country.
This is known as the radio menitoring network. It comprises degignated
radio receiver reception points which record and disseminate specially
dictated news broadcasts transmitted over the mass aural broadcasting
systen. The two basic kinds of radio broadcast service-- the mass
aural and the press broadcast services-- will be treated separatglya

{i) The Mass Aural Broadcasiing System.

Commurist China operates a mass aural
broadeasting system of significant magnitude., But from the standpoint
of the huge area to be served, the domestic transmission system appears
inadequate to provide a thorough nation-wide service, It provides
internal or home service and some external or international service.
The basic motivation behind these two area services is generally the
same as that for the USSR--propaganda and education, However, the -
inadequacies of wire line and other radio facilities and newspaper
distribution lay behind the development and use of mass aural broad-
casting facilities for the dictation and distribution of "news". The
mep in Appendix B symbolizes the locations of the transmitting facilities.,
Appendix E is a list of China cities from which these transmission s
emanate, along with the number of transmitters, and the frequencies and
powers employed, Page three of Appendix E gives consolidated statistics
on these facilities. They show that China employs 1L9 transmitters in
60 ecities., The transmission power employed ranges from 100 watts to
50 kilowatts. Of these 149, none operate in the bands below 500 kilocycles,
11} in the bands between 500 and 1600 kilocycles, and 35 above 1600
kilocyeles. Some of these transmitters may operate as part-time jammers.

39/ 3./

The transmission system is centrally organized
into a nationwide network with Peking as the main, central station.
Regional and local stations retransmit in part Peking transmissions, and
in part originate their own programs. Shanghal is the only Chinese city
with private stations. It is reported that there are 18 such stations
still in operation in that city. However, program content is controlled
all along the line. 32/

Wire line facilities play a part in the oper-
ation of this system. It is hot known t¢ what extent wire lines are
used to distribute programs from one studio c¢ity to another. Some of
the relaying, however, may possibly take place at times over wire lines.
To serve the reception system, nevertheless, much wire is employed. Wire~
diffusion networks use the wire medium to distribute programs received by
radio or wire to loudspeakers lecated at street comners, large shops,
recreational areas, factories, mines, business houses, etc. The extent
of this system is not known at this time. 33/

Even more so than in the case of the Soviet
Union, the Communist China mass aural broadeasting facilities in their
totality~-~-radio and wire components--hold important implications for
any electromagnetic warfare considerations. By Western standards the
sum total rapid communications resources of Communist China are inade-
quate and incapable of contributing to the fullest to any rapid and

13-
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steep acceleration of the development of the national power of the
country. They are available for civil defense warning notices, as
many radio receivers and loudspeakers are located where proups of
persons congrepate. They are availaple for at least one way message
communication to specifically addressed groups or individuals. The
press dictation service is an example of this, They are available,
though perhaps wrimitively and laboriously, as a partial altcrnative
to and a full extension of the use of meager radio and wire systems
for essentizl and emerpgency communications.

The Communist China international broad-
casting service is inconsiderable. As of 1 February 1953 this serviee
was conducted from Peking, North Shensi, Kunming, and Foochow. The
broadcasts are directed principally to Indonesia, Indochina, Burma,
Thailand, “overseas Chinese“, Formosa, and Javan., Radic frequencies
in the medium and hiph-frequency bands are employed. é&/ Appendix G
lists these facilitles along with data on the f{requencies employed,
the lanpuapres used, and the arcas intended to be served. At present
there is no low-frequency bpoadcasting service in China and there is
no knowledpe of any plans to exploit that portion of the radio spece
trum for broadeasting. 35/

(ii} The Press Broadcast Service

Communist China onerates a radio press

“broadcast service from Peking only. These broadcasts teke place in
Enplish lorse and Chinese numeral code. They are directed to southeast
Asila, Burope, and Forth America, and others are for "overseas Chinese
organizations, forelen newspapers, and telegraphic new services." One
group of scheduled broadcasts are addressed to "authorized recislents®
without any indication of their location. Appendix H gives detalls on
this service, including the transmitiers, frequencies employed, and

the schedules.

In the event of strategic or emergency
needs these facilities and sarvices themselves could he diverted
to command and cother communication channels.

Lomestic news is not broadcast by this
specialized service, being handled by the mass sural broadcasting
system previously mentioned.

(g) The fmateur System.

The amateuvr radio service in present-day
Communist China is almost non-existent. The 1$49«1950 edition of the
"Radio Amateur Call 3ook Magazine™ lists a total of 210 amateur radio
transmitters in Communist Ch na and an additional three listed in
Tibet., However, late in 1949, the Communist Party in Pekinp issued
orders suspending all amateur radio activity until such time as resula-
tions governing "ham operators® were o-ut out. As of June 1950, no such
repulation had oeen issued. Detween 1946 and late 1952 only il Commue
nist China radio amateurs had contacted US amateurs, Qé/ Aopendix T
lis%s by country the number of Crbit amateurs contacted by US amateurs,

{r) Special Service Stations

Data on Communist China special service stations
are fragmentary. iIn 19L9, there wers four radio stations broadcasting
radio time sienals. No informabion is available on transpission of
medical advice and frequency siandards, nor on the operation of experi-
mental radio stations., It is probable, however, that activities are
conducted in all of these services on frequencies below 30,000 kilocycles
as well as other ssrvices of which we are not aware, QZ/

Y.
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(2) Military Facilities

{i) wWire Communications

All wire lines in Communist China may be regarded
as in current use by the military and are known to connect all major
headouarters.% The traffic handling capabilities of the majority of
lines anss<iremely low. This low capacity combined with erratic relia~
bility, make long distance communication by wire difficult under present
conditions. ,

‘ The loss of sup lemental radio circuits would cause
an almost comnlete breakdown of all but the most urgent traffic and even
this would be subject to frequen’ serious delsys.

To further strengthen the existing facilities,
decimeter radio relay equipment is being imnorted into China, but the
known existence of any chain of radio-relay stations is yet to be
established.

# See Map Appendix "M",

B 1 5:58
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b. Other Orbit Countries (European)

Seneral

. From several standpoints the rapid communications facilities
of these satellites may be considered as an extension of the Soviet
facilities to the west, with of course the exception of isolated Albania.
‘The direct hand of the Kremlin reaches out over this area to exercise
its domination and control, These satellites {omitting Albania) all
have one or more borders with other satellites or with the Soviet Union.
They are 2all relatively small in size and the extreme internal distances
Yo be covered are small relative to the USSR and Communist China. To-
gether they comprise over 393 thousand square miles (Albania .pn additional
10.6 thousand). Czechoslovakia, East Austria, East Germany, and Hungary
are reasonavlv industrialized, Poland and Rumania less so, and Albania
and Bulgaria hardly at all., Albania is of little consequence as a rapid
communications country. Physical transpvort development is generally
consonant with the state of industrialization. With the exception of
Albania they are all provided with wire line facilities to about the
same extent as or better than the European portion of the USSR, Coaxial
and micro-wyave radio systems are employed in several countries. Except
for Aibania they may intercommunicate with each cther and with the USSR
over vire line facilities without the necessity of crossing through non-
Orvit countries where control of the facilities would be in other hands.
The use of lhe radio medium for internal or intra-Orbit basic and other
point~to-point commnications does not appear as. necessary as it does
in large areas of the USSR and Communist China. Though the systematiza-
tion standards as between the Orbit countries and as between them and
the USSR and China may vary, they can and probably are being made
compatible where necessary. From all this it mgy be said that the need
to exploit the pradio resource is less dire than in the Soviet Union
and Communist China. Because of the skip effects ofthe higher order
frequencies oelow 30,000 kilocycles, such exploitation as takes place
would tend to involve mainly the lower order frequencies, except of
course for certain nobile, long-distance, intra-Orbit erd sther inter-
national communications. Vis-a-vis Western Europe, the REuropean Orbit
countries present a rather formidable structure of wire lines, as can
be seen from Appendix B, Viewed from the Kremlin, this presentation
is strategically important.

(1) Civil
(a) Basic System

The basic system (tLelephone, telegraoch, telephoto)
serving the general-purpose needs of these satellites is estimated to
comprise of over 20 willion kilometers of wires in various forms. As
of 1951, ‘they were alledgedly operating over 100 radio stations in the
Fixed Service (including Aeronautical Fixed Service), Some of these,
however, may not operate into the basic system, It is estimated that
the svstem hendled over 1blh million interurban and international telee
phone conversations and over 51 million domestic, international, and
transit telegrams in 1951, 38/ ‘

Appendix B is an impressionistic composite graphical
presentation of all reported, and partly unconfirmed principal wire
facilities and overall radio stations in these European satellite countries,
Probably all of the wire line facilities ard only a portion of the radio
facilities shown are direct components of the basic system. Many of
these stabtions operate in other services to be described later.

#  fxeluding wire lines devoted to wire-diffusion broadcasting.,
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Table 6 infra is a partial list of cities
having extensive wire and/or radio basic communications faeilities .
Generally the capital of the country is the principal center, but
more or less duplicate centers may have been provided against the
possibility that the seat of govermment leht have Lo be relocated
for emergency of war reasons.

Table 6

Partial list of Probable European Satellite Main Basic Wire
and/or Radio Communicalions Centers

Albania dulgaria Czechoslovakia East Austria
Durres Jorna-Uryakhovitsa sratislava Linz

flbasan Ploudiv 3rno : Vienna a/
Shkoder Sofia a/ ) Olomoue

Tirane a/ Stara-Zagora Prague a/

Viecne Turnova Zilina

Bast Germany Hungary ?olang Rumania
Berlin a/ Budapest a/ Breslau

Dresden Debrecen Danzig ' ducharest a/
Leipzig Gyor Poznan Ciui
Madgeburg - diskole Torun : Coustanta
Stralsund Szombathel Warsaw a/ Oradea

a_/ Capital

Gateway cities for the handling of "open" inter-
national commnications are listed in Table 7. 39/ #

fable 1
Albania Bulgaria Czechoslovakia East Austria
Tirana Sofia Bratislava Vienna
Vlone 3rno
Nachod
- Ostrava
Prague
East Germany Hungary Poland Rumania
derlin Budapest Wroclaw Bucharest
Leipzig Matezalia Ciessysn Cluj
Lindau Szeged Gdynia Constanta
Szolnok Katowice . Oradea
Hrakow Satu Mare
Lvov Timiscara
Waldenburg
in Schlesien
Warsaw

#"open®® is defined as citles having through circuits for commercial
NBBE o
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Appendix C contains a list of the open (Inter-
national Telecommunications Circuits) international facilities operated
from these gateway cities. Included are the points of communication,
the method of communication, and the media employed. Where the use of
the radio medium is indicated, the spectrum below 30,000 kilocycles is
for the most part emnleoyed. Included on page 1 of Appendix C are some
detailed statistics on these facilities for the whole Orbit by country,

The cities listed in Tables 6 and 7 together with
such other sirategic emergency or war centers as may exist,fom the
foundation base of the European Satellite rapid communicaiions structure
for the basic domestic and international rapid communications system.

~ While not properly considersd as a part of the basie
system, certain additional "covert" strategically important international
radio facilities probably exist. A partial list of these for the whole
Orbit is given in Appendix D. These are thought to be stra*zsic and
emergency communications channels provided by radio stations installed
in Orbit embassies or legations in foreign countriaes around the world.
They are probably intended to communicate with Moscow and/or their home
capitals. To safeguard these channels for vital use, it is likely that
they are at present seldom used, if at all.

Besides the basic general-purpose rapid communie-
cations system described above are specialized srstems, networks, and
facilities. Some of these are thought to be exclusively radio, others
wire, and some comprised of both media, Some may be nationwide in
scope, others limited to area operations. They serve segments of the
government, industry, and the military., They probably maintain connections

“with the basic system, or can be so connected as necessary.

There is sufficient evidence to assume thal direct
telephone circuits have been provided between iloscow and the hierarchy
headquarters in each satellite country for high-level, priority service.

Because the luropean satellites must depend upon
the radio medium for rapid communications and in some cases navigational
aids, first to be described will be the aeronautical, maritime, and land
mobile radio services.

\

(b) Aeronauticsl Systems.

In the Buropean Orbit countries, air transport
does not necessarilr enjoy the same pre-eminence as it might in Siberia
or China, but they enjoy a greater density of railroad, and waterway
transport than does Siteria or China. As for rapid communications they-
are nelted with wire line and radio facilities, sc that air transport
need not function as a primary carrier of rapid communications. There
has been no indigenous civil zir enterprise in Albania, nor does Albania
posses an air force, The limited aviation developments there ars entirely
rezional in scope, reflecting Soviet intentioms rather than Albanian
efforts to create an air communications system. 14{ A1l of the others
operate "eivil", para-rilitary, and/or military aircrafi on their own
account or on behalf of or for the Soviet Union.z) /42/ LY i /45/

The Soviet civil air bloc in Europe, serving
as an air barricade for the western boundary of the USSR, includes the
Coninform states of Wumania, Bulgaria, Hungary, Poland; and Czechoslovakia,
as well as Albania. The Soviet bloc states in Europe fall into two cate-
gories of Soviet domination. Rumania, Bulgaria, and Hungary comprise
states whose civil aviation efforts are under direct Soviet control.
Poland and Czechoslovakia. which are ex-Republican states, have less
direct Soviet control over iheir national civil air effortghéd/

=18

Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2



Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2

SwBulwi~fel

The map in Appendix F locates reported
aeronautical radio communication and radionavigation stations in the
Ruropean Orbit countries. It is estimated that there are over 100
radio stations in these countries serving air transport. Because of
the existence of a comprehensive network of wire line facilitles, it
ig probable that that medium is used extensively in serving air trans-
port in one way or another.

.

{c) Maritime Services

A1l cof the Furopean Orbit countries utilize
water transport for either inland or ocean service or both. Becanse
they have direct or indirect access to the oceans, Albanisa, Bulgaria,
East Jermany, Poland, and Rumania are the most important satellitles.
For this same reascn they all have some semblance of a navy. [Ready
information is not available on the water iransport of Albania.
Bulgaria's merchant fleet comprises only a few vessels of 1,000 gross
tons and above.thf The Danube Hiver is the country's only artery of
inland water transport, over which a considerable amount of foreign
trade and some of its domestic trade Clows.fggj East Germany has no
ocean-going merchant fleet and in conseauence must depend upon vegsels
of the USSR, thes tellites, and other flags for the movement of her
ocaan commerce. Her fishing lleet is estimated to consist of 200
vessels. She also operales river vessels. / As of 1 February 1951,
Poland had a merchant fleet of 58 vessels of 1,000 gross tons and over.
In normal tradin: its merchant marine operates on & werld-wide scale,
offerinz ocoth liner and tramp service. Small maritime natlions such as
Poland and other satellites of the USSR place a great deal more emphasis
on their smaller vessels than do larger maritime countries. Poland
operates an estimated 30 smaller vessels of tonnages betwsen 100 and
1000 gross tons. 5%/ Rumania operates only seven vessels in iils sea=-
going fleet, but ils Danube river fleet is composed of a comparatively
large number of smaller vessels that make a vital contribution to the
nation's shipping. 51/

The map in Appendix F locates some of the
reported coastal and river radio stations employed for maritime communi=
cations with vessels equipped with radio in these satellites. It is
estimated that some 35 or 4O full~fledged coastal stations are available
in these satellites for conmunications with nearby and distant vessels.
Many more than this number probably give service to river, harbor, and
fishing craft. g7 Data cn the available radionavigation aids have not
besn collated, E%t the map in Appendix F locates some of these stations,

(d) Land viobile Radio Syslems

Collated data on land mobile radic sysiems in
the buropean Orbit countries are not available. W"hile there seems to he
a general practice to use radio in comnection with wire lines for the
operation of railreads, it is probable that the amy is the greatest user
of these svstems. Segments of the government and of industry also
probably employ land mobile radio with various kinds of land vehicles.
Bulgaria seems te be one of the prineip  users of radio for railroad
operations for both point~to-point and fixed station-tow-station purposes. 51/

(e) Meteorological fadio Systems.

: Raw material has not been collated on these
systems for the zuropean Orbit countries. lhe presence of extensive
wire line facilities in this ares tends to remove most of the depend-
ence upon radic for the collection and distribution of meteorological
data. Howsver, radio is used to broadcast weather reports for general
and for specific consumption.
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All the Europesn orbit couniries maintain
extensive nets of weather observation stations which revort informaticn

regularly by some form of rapid comsurd.cation, either radic or wire line.

The extent of the use of radio for either radiosonde or communications

by this service is not known. Table 8 infra, shows the number of weather

obgervation reporting stations in each couniry and the mumber of these
stations believed Lo use radic facilities for communication of their
observations.

Table 8
Number of Weather Observation Reporting Stations and Number

of cuch Stations Employing Radio Communication Facilities
for Gountries Indicated

Number of © Number of Weather Obser-
Country Weather OQvservation vation Reporting Statioms
Reporting Stations a/ Using Radio Communications
- Facilities
Albania 7 If any, n:2.
Austria (all zones) 67 none
Bulgaria 3 50/
Czechoslovakia 28 If any; n:4.
Gemany (all zones) 21l . If any; n.a.
Hungary L8 6c/f
Poland 61 56 d /
Rumania 83 15 e/

E‘._/ "Radio Weather Aids," Volume IT (H. 0, 206}, U.S. Navy Hydrographie
Officae, L1952, U,

{#) The Broadcasting Systems.

Like the Soviet Union and China, all of the
Furopean satellites employ radic for mass aural broadcasting, and some
ef them employ radio in their press broadcast service, The purposes of
these services are generally the same as those of the USSR and China.
ir addition to the latier type of specialized and limited service,
involving more specific addressees, some of thase countries probably
cenduct other services for more strategic purposes of the state, such
as broadcast intercept service for merchaunt and naval vessels and for
outposts and advance bases.

(3} The Mass Aural Broszdcasting System.

811 of the European Orbit countries
operate mass aural broadcasting svstems. The basic motivation behind
the operation of these systems is the same as that for the USSR and
China-= Cormmunist indoctrination and agitation, They all give domestic
service and internstiounal service, Decause of the i ransmitting powers
employed and relatively small size of these co mtries, many of the
domestic transrissions probably can be heard well beyond their borders.
The map in Appendix B svmbulizes lhe locations of these transmitiing
facilities. Appendix E is a list of the Orbit countries from which

=20
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these transmissions originate, along with the number of tranamitters
and the frequencies and powers employed. Page three of Appendix E
gives consolidated statistics on these facilities, which show that
these countries employ some 105 transmitters in some 59 cities. The
transmission power employed ranges from 100 watts to LU0 kilowatts.
0f these L operate in the bands below 500 kilocycles, 74 in the bands
between 500 and 1600 kilocycles, and 27 above 1600 kilocveles. Some
of the transmitters employed in this service may operate-as part-iime

Jammers. &4/ 55/

Certain programs from stayions in the
Soviet Urbit are rebroadcast by stations in other Orbit countries.
This is particularly true of Moscow programs. Some of this rebroad-
casting is done by wire and some by radio link, and is generally tiue
of domestic programs as well. Detailed scurce material is available
showing the extent Lo which this is dons. ‘59/ This systematization
gives toscow a "command" channel lown the echelon to localized recep~
tion points in the Crbit ccuntriss. Calculations of the total number
of domestic program radio mediuwm transmigsion hours per day may be mads
from sourceqﬁ“/ s 2long with the languages and frequencies emploved.

The wire line plays a strategic a3 well
as a political and economic role in the Turopean Orbit countries masg
anral broadcasting system as it does in the USSR and China. Wire
lines are employed to relay transmissions from one studio Lo another
in the same country and from a studic in one couwrtry to a city in
another country. The principal use of wire lines is for the distrie
bution of radio hroadcast programs to loudspeakers, rather than to
individual radic receivers which obviously depend upon the radic medium,
For the most part these wire lines seem to be independent and separate
from the wire lines used for telephony and telegraphy, though in Last
Germany and perhaps in other satellites normal telephone and telegraph
lines are sometimes employed to provide both services. By connecting
wire lines Lo the transmitting studio, loudspeakers in the immediate
surrounding area are served. 7The wire link is also employed to transmit
programs to more distant wire-diffusion exchanges. Other remote areas
are served by wire-diffusion exchanges which pick up more distant
programs by radio, smplify them, and distribute these signals to wired
loudspeakers. These arrangements are similar to those used in the
Soviet Union and it seems clear that the Soviet hierarchy is pushing
this development in the Orbit countries. Appendix J is a tabulaiion
by Orbit country of the extent of this wire-diffusion system in relation
to the use of ihe nommal radio receivers.

As in the case of the USSR this wire
mesh has important implications fer the question of slectromagnetice
warfare, though perhaps not to the same extent. Sinece the Furcpean
Orbit countries enjoy better coverapge of telegraph and telephone wire
lines, the importancs of wire-diifusion lines does not loom as large
as it does in those arcas of the USSR where wire lines are inadequate
or non-exisient., Nevertheless they are available for civil defense
purpcses, for one-way individuzl or group communication, and as s
supplement of or an exhbension to the basic system for essentizl communie
cations,

: The FBuropean Orbit intermationsal broad-
cagting serviee is considerable. Appendix G is a tsbulated list of
internalional aural radiobroadcasting services of all the Orbiv countries.
Included in the Appendix is a recapitulalion of the number of cities
involved, the frequencies and languages employed, the program schedules,
and the areas intended to be served. .

=@l
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Development in television and the use
of frequencies above 30,000 kilocycles for mags aural broadcasting
appear to be underway in several Zuropean Orbit countries, at least
experimentslly. This is true of at least Rast Germany, Czechoslovakia,
and Poland. But these developments have not reached the stage where
they compete with or replace the basic broadecasting system operating
on frequencies below 30,000 kilocycles,

(ii) With the exception of fast Austria sll
the European Oroit countries conduct press broadeast services. Details
on these services are shown in Appendix H, ‘hey are usually beamed to
the aress intended to be served. Hussian, French, English, and Polish
Morse; snd hussian, German, English, French, and Rumanian Hellschreiber
are used, OSince these are established services, they could be diverted
to the handling of strategic individual or collective cammunicat ions,
at least on a one-way basis, in emergency or war situations.

(g) The Amateur Hadioc System

Freedom of radic speech by the Orbit radic
mmateur appears to have been curtailed and restrictions of various
kinds have been imposed. They seem to vary from country to country,
and range from conditions under which amateur radio trensmitters may
be operated to the radio bands to be employed, the countries with
which they may communicate, whal may not be comnunicated, and political
party affiliation, Available data has not been collated on this
subject. The number of existing amateur radlo transmitting stations
or transmitters is not known, but the number is thought to be in the
. tens of thousands in the European Orbit. As a training mechanism for
young men and women for later employment in electronics mnd communie
cations; the radio amateur activity could serve as a source pool of
trained or partly-trained technicians. Appendix I shows the number
of Orbit country radio amateurs contacted by US amateurs between 1546
and 1952,

{r) Speecisl Service Stations

Dats hawe not been collated on the existence
and operation of special service radio tramsmitting stations in the
European Orbit countries. It is safe to assume that a number of ex-
perimental, frequency standard, time signal, and other specisl stations
use the radio spectrum below 30,000 kilocyecles for transmissions.

(2) Mmiditary

Wire Communications - Last Germany

Because of the number of Soviet Military Tustallations
in East Gemany, separate wire communications have been installed for
exclusive Soviet use.

. . In addition to the Soviet Military Net, firm control
ig maintained over the eivil wire net which is modern and exbensive.
411 major military headquarters are adequately connected by wire. #

Hast Germany would be, of all the Satellites; the
least affected by the loss of radio below 30 Me,

Wire Comnunications - Hungary

The Hungarian Army normally uses c¢ivil circuits for
its peacetime requirements and it is adequate. In isolated areas, the
Army operates its own circuits, but these are considered to be for
short band local requirements.

# See map Appendix M w2
SoE-CoR-E-T
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In the event of immediate loss of radioc facilities
the East-West circuiis could absorb the additional traffie; it is
felt that North-South traffic in the Westerm half of the country
would be hard pressed. An analysis of the rail network in Western
Hungary indicates that the railway telecommunicalion facilities can
absorb a fair amount of emergency traffic.

Construetion of new facilities in Hungary is
being undertaken with major consideration being given to future
military potential. )

Wire Communications~ Czechoslovakia

iMilitary forces in Czechoslovakia do not maintain
a wire commumnication net phsically scparated from the civil systenm.

With but one exception, major military headquarters
are located on line routes served by modern underground cable. Open
wire lines which radiaie from all major centers make it possivle to
route traffic around sections of underground cable in case of cable
failure.

Sinrce 91 percent of all Czech communities tie into
the telechon2 nel, Czechoslovakia would not be any mors than incon-
venienced by the loss of radio facilities.

Wire Comifiunicalions ~ Poland

The Soviet Union has built am extensive openewire
network which is separate from the Polish eivil network and is presenily
expanding it. It is considered that this net is exclusively a military
net with the exception that high priority Soviet administrative traffic
may bz handled,

In addition to the separate military network, the
civil network is adequate to supsort rear echelon traffic between the
major headquarters. .

Other considerations which reduce dependency on
radic below 30 Mc, are the sxistence of a separate railway wire communi-
cations net, ithe possibility that the wire broadcast net may be separate
and an undetermined amount of decimster equipment.

Wire Communicaticns - Rumania

There is no wire network maintained by the itumanian
Army which is physically separate from the civil system.

. The Rumanian Army has civil circeuvits which are
permanently assigned for its use. Yhe major military headquarters are
all located at major communications centers of the c¢ivil wire networks
and would have no difficulty maintaining emergency traffic in the event
of loss of long haul radio circuits.

Wire Communications - Bulgaria

Bxisting wire facilities will logistically support
the present lecations of major military headquarters. If adverse
conditions forced major headquarters to relocate toward the Southern
and Bastern borders it is doubtful if existing wire facilities could
absorb the traffic,

|
There 48 wo separate militsry wire netuorlk
aire Communtcabions - Albania
The armed Joraes of Albanis heves sevarute wire wel
uhich adequately covers the country, and is effective for internal
security. o
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There is no international wire line which connects
to the rest of the Soviet Bloc, and loss of radio circuits would
isolate Albania from the rest of the Orbit.

Wire Communications -~ Austria

There is no separate wire network in Austria built
exclusively for military use.

The Eastern Zone of Austria has a considerable
network of well integrated underground cable wnich inter-connects 2ll
main communications centers.

The distances betwseen present major headquarters
are not too grecat te preclude the effective use of microwave lines.

Naval Systems

Almost nothing is known about current satellite instry-
mentation. The greatest reliance appears to be upon Soviet equipment,
but in Eurcpe some equipmesnt from the Satellites themselves, former
German equipment, and scattered West Luropean equipment has been reported.
In Chinay U.S. Chinese, World War II Japanese, and Soviet communications
equipment are all expected to be used, although nothing is known
concerning current shipbeard communications installations. Satellite
naval communications are expected to parallel usage of the Soviets, but
equipment will be more divorse and probably of lower quality.

A lively interest in the very low frequencies for shore
stations to be used im naval service is evident.

Ry
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3, Facilities Used in Jamming

General

Jamming is a disservice, the deliberate interfererce
to or obstruction of a channel of radiocommunication, particularly
when the jamming transmissions themselves are conveying no intelli-
gence per se, It is an infringement of the spirit if not the letter
of the International Radio Regulations, to which the USSR officially
ig a party. While jamming is therefore not a recognized service, it
is appropriate to consider it a sort of negative service. In economic
effect, it is an attempt to deny the use of a ¢common, world, economic
resource to others, There are indications that transmitters used as
jammers are also used in one or more of the systems previously described
in this paper. 58/ This is consistent with the early statement in this
report that any radio transmitter must necessarily be considered as a
potential jammer.

2., BEmployment of Jamming‘Tranamitterse

There are two general methods of selecting sites for
jamming transmitters operating in the high frecuency range. The first
method is to locate the jammer as near as possible to the -a
mitter; this method has the advantages that the Jamming signal tends
to cover the same audience area as the target signal and that very few
jamming transmitters are required having powers equivalent tothe target
signal. The second methed is to locate the jamming transmitter as close
10 the receiving audience ae possible. This method has the advantage of
requiring lower power transmitters when the audience area is small, but
the disadvantage of requiring a large number of transmitters when the
audience area is large.

" b Quantity of Jamming Equipment.

kstimates of the number of transmitters employed by
the Soviet Orbit in the jamming operation range from 250 to 1500 with
a reasonable average figure given as about 880 transmitters. They are
pelieved to be located at various places in the Soviet Union but none
are specifically identified with the central and northern regions of
giberia, Uthers are loeated in several of the Orbit countries, The
power of these transmitters varies widely but statedly up to 100 kilo-
watts and more in some cases, The jamming signals have been heard in all
portions of the radio spectrum usually used for broadcast activities.
Signals have been heard as low as 230 kilocycles and through the spectrum
from 300 up to 21,700 kilocycles, Jamming is generally directed against.
foreign programs employing any of the languages used by the various popu-
lation groups within the Iron Curtain at any time during the 2L-hour day.
Concerted jamming control apparently requires rapid communications facili-
ties, These are thought to include radio below 30,000 kilocycles, micro- !
wave radio, telephone lines, special wire line networks, and ordinary mail,
Current. jamming levels are believed not to interfere appreciably with
Orbit legitimate radio services. 59/

Several important features of the jamming facilities
can be derlved from the analysis of the effectiveness of the jamming
activity. There is no question that a substantial number of the jamming
transmitiers have transmitting powers in excess of 10 kilowatts. This
faect indicates the use of the first general method of employment pre-
viously mentioned, involving the selection of sites at some distance from
the target audience, This method requires fewer transmitters and could
therefore be achieved by diverting transmitters for limited periods from
their normal long range service, In connection with the probability of
diversion it is to be noted that large scale jamming effort is currently
applied only four half=hour periods each day,
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and that the loss of radio service will not be felt in certain

time zones because of the time of day., The total number of high
power, short wave radio stations in regular service is estimated

to be more than 300 since the International Telecommumications
Union has received Soviet notifications on more than Loo call
Jetters for powers of 15 kilowatts or higher in the frequency

range from 6 to 13 megacycles. If 200 transmitters were diverted
to be applied as jammers to 80 simultaneous Russian-language trans-
missions only LO additional special jamming installations or reserve
transmitters would be needed to produce 3 jJamming signals per program
carrier.

In addition to the high power long,range jamming
transmitters, approximately LOC to 600 low power high frequency
transmitters are probably required for small individual areas not
lying within the transmission coverage of the high power stations.
This group of low power transmitters is not large when compared to
an estimated total of 10,000 transmitter equipments available at
the 2,300 reperted transmitter sites.

c. Locations of Jamming Transmitters

The high power jamming transmitiers are located
chiefly in the major communication centers which are clearly ilenii.
fied on the map, Appendix B. Locations of the low power jammers in
the USSR are not definitely known but the majority are believed to .
be in the sparsely settled areas.

Table 9

Presumed Location of Jamming Transmitters in the
Buropean Orbit

Albania Bulgaria Czechoslovakia
Shkodar Gorna Malina Eikulov
{near Sofia) Strasnice
Plzen
Prague
Eabt Germany Hungary Rumania
Berlin Budapest Bucharest
Koenigswusterhausen Kamaracrdo Casla
Harz Mountains Matyasfold S5talin
Leipzig Szekesfhervar Tulcea
S5zolnok

There are indications that at least scae trans-
mitters nsed as jammers are also employed in other more legitimate
gervices, such as mass aural broasdcasting. The jamming system is
something of a system because the jamming saervice appears to be
organized for coordinative effort between numerous transmitiers
located at widely scatiered places.

jamming transmitter locations in Peking, 1lJenisin, ohanghal,
Skenyang, and all large cities in North China. It is not known whet'er
these transmitters are used exclusively for jamming or whether thej are

also used in other services, or held in strategic reserve when not ised

as janmers. Particulars on the systematizaticn of the jamming furction
are not available.

o
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B, The Orbit Communications Equipment. Rasourges
1o Zroduction

@, Elestronics Industry
USSR

The Soviet electronics industry is a growing
industry comprising an estimated 120 to 150 planta {excluding
battery plants and planis producing light bulbs or parts and
components with non-electronic aspplicatioms.) Of this number,

100 to 130 plants are engaged in the assembly of end-products and
major sub-ngsemblies. The balance produce tubes, other componemts
and paris.

Seventy to ninety of the 100 to 130 electronic
easenbly plants sre believed to be producing primarily military
articles, while 40 to 60 are manufacturing articles primsrily for
the ecivilian economy and the commmications nelwork.

The complex administcative organization of the
Soviet electronics industry since Stalin's death has been subordi-
nated to the newly created Ministry of Electric Power Stations and
Flectrical Energy. This is similar to the organisation that existed
hefore 1948 when the ™'-igtry for Communications Equipment Industry
was organized. The iMnistry of Dlactric Power Stations +nd Tlectrical
Energy now includcs the former Minietry of Lleciric Power Ttatlons,
the !Hnisiry of Fleeiri el Industsv ond the Firisiry ol Communientions
Fouiprent lpdustry. The Ministry of Commumications apparently remsins
without change.

The gevgraphical distribution of the value of
cgutput of the elestronics industry in 1951 is glven in the following
tables

Geographical Distribution of Value
of Output of the Electremics Industry - USD

Xas1
Percentage of Total Value
Bvonomic Region of Output

Ia 23
b 0

Ila small
1Tb c
117 )

iv small
v 2
Vi 5
Vit 35
¥Ii1I 7
X 15
X 0
ib 5

¥r small
A1t 0
100

As can be seen from the table, the electronies indus-
byy in the USSR is rather heavily concentrated in Regiorn Ia which
inclvdes leningrad, Region VII which includes Hoscow, and to a lessen
swkbmnt degion T vhieh includes Novesibirsk and Region Xb whiech ineludes
{For arsa included In economie regions, see map in Appendix i)

.
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It has been possible to estimate the cepabilities
of the Soviet Bloe tube Industry as $82 million for 1952, This may be
extended to provide an estimate for the overall electronics indusiry
of $750 miliion in 1952, Of this capability USSR contributes 80%, or
$600 nillion. This is about 10% of the U.S. electronics output, which
is $8 billion (UL billion is radio and television).

East Germany

The largest concentration of electronics plants
in East Germeny is around Berlin. However, important electronics
facilities or their suppliers are situated in several other cities of
East Germany, such as Radburg, Trep‘b&w, Erfurt and Arnstadt. East
Germany is the largest satellite manufacturer of electronic and tele-
communication equipment with about 70 plants. 6f Diversifiestion of
the industry is Indicated by the fact that the value of estimated 1951
and 1952 production is composed of the following elements: Radio
osquipment «- 37%, telophone equipment ~- 332, wire and eable ~- 19%,
and tubes - 11%. Tt should be noted that, at the presemt, the USSR
apparently has a nolicy of 1) trying to lessen its dependence on the
German electronic industry and 3 failing to sunply the Germsn electronic
industry with raw meterials In the amount needed for capacity production.

Hungary

In Hungary the electropnics industry is centered
in Budapest end Ujpest. There are approxirmtely 25 plants nacufootur-
ing electronic and telecommumication equipment in Hungery. i

Hungsrian electronic production is being given

assistance by the USSR. 1952 tube canacity will be greater than
peak war production. The subsidiary companies of the many large German
and English firms have been nationalized and are in full production,
Wire and cable and telephone squipment production accounts for over 3345
of the total electronic production. The greatest part of the electronic
production is earmarked for the USSR, It is assumed that at least 75%
of production is for military purposes. The industiry is employed as
follows: Tubes — 12%, radio - 13%, telephone and telegrpah -—- 30%,
wire and cable ~- 24%, and radar industrisl electronic equipment = 20%.

Gzechoslovekia

Prague is the most important center of electronics
oroduction in Czeschoslovakia; the hesdquarters of Tesla, the organiza-
tions which administers 211 electronics plants, is located in that eity.
There are also important plants in other cities, such as Vrehiabi,
Peedubice and Roxnov pod Radhostem. There is no apprecisble geographe
Lleal concentration other than around Fraguwe. There are approximately
40 plants manufacturing electronic and telecommnication equipment in
Czechoslovakin 62/

The Czechoslovaekian electronic industry is believed
to be expanding at a rate of approxirately 0% per year at the present.
Diversification of the industry is indicated by the fact that the value
of estimated 1951 and 1952 production is compoged of the following
elements: Wirc and cable —- A7, redio «. 31%, tubes -~ 12%, and tele=-
phone equipment ~— 10%.

e e

The official Duteh-Polish Trade Agreements has come
tc a stand-still owing to Polish failure to fulfill committmente for
tke delivery of coal and has been partly replaced by private arrangemenic.
The FPhilips works in Poland, how nationalized, have been hard hit by
the failure of this agreement as FPhilips, Eindhoven, was obliged to withe
hold essentisl suppliez of materials and components for lamps and tubss
whichk, together with technical assistance, was orovided for in thiz trade
agreoment made more than two yesrs ego 63/ )

. The #lish electronie indusiry was never large enough
to compete with the larger Buropean countries, and 67§ of this was deg-
troyed during the war. In 1951 only two state ounmed factories were meking
radic oets. Fercentages ars given for electfionic prcoduction: Tube «- 2%,
radio — %, wire and cable - 80%, and telephone and telegraph = 4%,
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Egat Austris

The percentage of the production of the Soviet Zone
of fustria, based on the number end nature of Soviet-controlled
foctories is 25% of the output of the country’s over-all industry.

divided about as follows: Tubes - 85, radio - 23%, telephone
ard telograph - 26%, and cable and wire, 43%.

Bulgaria, Rumsnis and Albanis

In comparison, electronic production in Bulgaria and
Fumsnia is insignificent. There is no production of electronie
egquipment in Albania.

China

The manufaciure of elsetronie equipment in Chine has
never been a significant industry, execept under Japanese rule.
Dependency upon imported components, loss of production machinery
through Soviet looting, lack of refined raw materidls, and ine-
sufficient technical and menagerial manpower are primary deterrents
to the growth of the industry., USSR is apparemtly willing end able
%o supply the necessary components to enable the Chinese to
utilize maximum capaeity for the manufacture of simple military
electronic products.

The present Chinese electronie industry is a
combination of centralized menufacturing facilities and "cottage
type® industry. China is negotiating with the DDR to design a
combine for the manufacture of telecommmication equipment 3n China.

Production of the Chinese Industry is divided in the
followirg manner: Talephone snd Telegraph - 176, wire-57%, radic -26%.

b. Radio Trans-itters

Radio transmltters used in gemeration and trange
mission of slectromagnetic waves - are of direct importance to this

study. The transmitters emit radio signals which can be used to jam
radio waves. The techniques of jamming will not be discussed in

this section; however, it is important to realize thst transmitters
can be used either for broadcasting radio waves, and

Por jamming desired ro-eption. For this reagon there is no
digtinehion made ms vo whe transmitiers that may be used in jamming
operations.

The great requirsment for transmitter equipment of
many kinds dictates a high priority for its production in the Soviet
Orbit elsetronies industry. The equipment produced ranges from
complete radic stetions to smell communications transmitters end
“ronsceivers ueed by the military forees. As in other phases of the
eclectronics industry, rroduction is primarily for military purposes.

Transmitter produetion in the Orbit as a whole has
inereased considerably since World War II. If future Soviet planning
for radio equinment approximetes the goals set by the Soviet Five-Year
Plan ending in 1950, it may be assumed that transmitter preduction
will continue st a Hgh level, Judging from the large number of
janming transmitters vhich have been put into operation against Voice
of America broedeasts, the Crbit has succeeded in manufecturing
several hundred transmitters of 10 KW power and above since 1948.

The Soviet Orbit now produces all of its irans-
adtter equipment and major components. The major eontribution comes

=29 .
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from the Soviet Union, although the output of certain Satellite countries
is highly significant in both quantity and types of equipment produced.
Tt is known that some Soviet-made egquipment employs components made in
Satellite plants. For instance, the Soviets have used Hungariem and
East Germon factories to make transmitters for Satellite and Soviet
radio operations. ‘

The USSR has a significent number of apparently -
quite capable plants producing radio transmitter equipment. There are
at least 12 different mamufacturing installations in various Economic
Regicons employing in excess of 13,000 workers. The major known plants
are at Voronozh, Sverdlovsk, Gorkiy, leningrad, Novosibirsk, Moscow
and Riga. A Leningrad radio plant has made a number of transmitters
of 5 KW or below, which have been installed in the Moscow, Urals and
Minsk areas.

Flectronics industry activities in the Soviet Orbit,
having a direct bearing on the problem of electromegnetic warfare capa-
pility, are the production and development of high-power electron tubes
for use in high-power and shortwave transmitters. Information on these
activities is presented in the following paragraphs.

The two major manufacturers of high-power trans—
mitters in the Satellites are the Standard Radio Factory in Budapest
and the Koepenick Radio Factory in Berlin. In Hungary four Budapest
redio factories—Standard, Orion, Remix and Telefongyar—menufactured
about 700 transmitters for the USSR between 1949 and the end of 1951.
Of this number, two were 120 KW and three were 135 XKW radio trans—
mitters, the remainder being smaller types for military shortwave,
Jamming =nd mobile operations. Hungarian production for this three-
year pericd, including high-power and short-wave tronsmitters for
Joeal and other Satellite consumptionm, is summarized below:

Year Humber Type of Transmitter Operating Country
1951 1 1 KW (3 Band) Albania
180 Jamming USSR
1950 2 1 XW Military Radio : USSR
5 2 & 5 KW Military Radio USSR
19 Short-wave USSR
263 Military Portsble USSR
1949 1 50 Ku Hungary
2 135 KW Hungary
2 120 KW . USSR
2 135 XKW (for operaticn in USSR
sold, wet climate)
2 High Pover Rumania
9 Low Power Rumania

East Germany equals or exceeds Hungary in capacity
for transmitter equipment manufacture, although this type of production
makes up only a small par® of her large electronice industry. The
principal factory in East Germany, Berlin Koepenick, along with a
nurber of the other important East German factories such as Redio Work
leipzig, the Sachenwerk Radeberg and the telecommurications factories
at Tropbow and Debenderf, have mede, in the pagt three years, an
sppreciable number of shoriwave and high-pover radio transmitiers.

=30=
| SEBeG-RE-T

Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2

25X1



Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2
S~E~C-R-E-T

The Dabendorf plant specializes in ship-borne installations of the short-

wave writs chich vore desizred Fur rolice orurctlons in East Germany and

Czechoslovakia. Deliveries were also made to the USSR as well as to
China, Poland and Fast Germany. The total production of transmitters
for the three year period (1950-1953) has been about 600 units with
rated power exceeding 2500 kilowatts. Some of the important trans.-
mitiers known to have been produced in the years indicated are , 88
follovs:

Bl
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nents

o' Tranamitters - East Germany
Power 1952 1951 1950
500 KW 1 (delivery in 1953)
350 KW 1% (for installation in East Germany)
150 KW 2
100 KW 5
50 KW 3
20 KW 4 10
3-5 K 10
800 watts## 61 12 18 (1945<48,22 wersmade)
200 watls 12 12
80-100 watts 31 370
Quantities of capecitors, reai_sﬂors, and chur compo
are usad ih all electronic equipment and, apart from special types, can be
producsd in the relatively small manufacturing establishments. Although
USSR has been able to maintain output at a high level, production has
necessarily been supplemented by the Satellites, Germany, Hungary and
Czechoslovakia, Orbit shortages in some types gay be indicated by the
imports frow Finland, Franse, Italy s 8ud other mestern countries.
e,  Electron Tubes
The production of electron tubes ig an important
indicator of commnications equipment resources. The total output of
electron tubes in the Soviet Bloe is estimsated as follows:
Total Output of Electron Tubes
in the Soviet Bloeec
(Rate of output at end of yesr)
Transmitting and
. A1l Types Special Tubggh#it
Number of Tubes Dollar Value Number
Yeer (in Mil1ions) {in & Millions) (Millions)
1951 50 62 24l
1952 & 32 2,9
1955 115 170 5.5
The following table gives the eleciron tube indus-
try capacity end menpower date of the Soviet Bloe as of January 1953:
Egtinated Capacity. Labor Statistics
# of Tubes % of Memagerial  Semi~Skilled
Country (Millions) Sov, Bloc & Skilled . & Unskilled Total
- USSR 43.3 67.7 8,125 20,875 29,000
E. Germany 8.0 12.5 4,850 6,650 11,500
Hungary 9.3 14.5 2,700 3,800 6,500
Czech. 3.0 ba7 1,000 3,000 4,000
Cther Bloc 0.4 0.6 500 1,000 1,500
Total 64,0 52,500
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The Soviet Bloc product.mix of this production. 1s:
receiving tubes L3%, all other types 57%, The USSR product mix is
receiving tubes 37%, all other types 63%, There is no indication
that the Soviet Bloc electronics program,both military and civilan,
has been hampered by tube shortages since 1950

aly about 158of the total tube producticn is
ellrated to the consumer market with the over whelming large percentage
of i . going into the military eler*ronic equipment. The balance of

“the Bloc tube production or about 11“ iz used for essential services

and Tor export to Soviet controlled ereas. There are indications that
about 2/3 of the mllitary allocation of tubes is for radar systems,
ieaving the other 1/3 for radio, decimeter and telecommunications
equipment. 8./

The 1limiting factor in transmitter manufacture
ig the electron tube, as transmitters require not only tubes to
operate, but replacements as the tubes are used through their useful
iife, Specified numbers and types of transmitiing and other tubes are
roquired for each transmitting set or station and the generation
ad emission of electrical energy by these tubes establishes them as
a most essential operational component of transmitisrs.

Tn quantity, requirements for transmitting-type
tubes are not great compared to receiving-type tubes. The numbers of
tubes needed with power outputs of 10 kw and over are ingignificant
in comparison with the multiplicity of types and numbers for squip-
ments operating below 10 kw. There are frequently but four primary
power amplifier tubes in a 50 kw radio broadcasting station, and
ten tubes may suffice for an efficlent airborne communication trans-
mitter.

Variation in kind, as compared to quantity
required, is considerable. Knoun Soviet types of high quality
transmitting and power tubes number well in excess of 400. Related
types, produced under similar manufacturing conditions and including

- klystrons, magnetrons and some other specialized tubes, are generally

elassified with conventional triodes, tetrodes, ventodes, oscillators
and rectifiers as "transmitting and speclal tubes.® In varying degree,
guch tubes perform the essential transmission functiop,”

A notable incremse of capacity for transmitting
and alliied tube types has taken place since World War II, this
inerease being both in number of plents, diversity of types, quantity
and guality of preduct. '

Although the total direct labor force contri-

puting to 4ransmitting and special tube manufacture in the Orbit is

not readily separated from labor devoted to other tube manufacture,

1% is estimated that approximately 6,750 persons comprising managerial,
ckilled and unskilled classes are engaged Tull time in such production.
This force is over one-eighth of the total Orbit electron tube indus-
try labor force of 52,000 perscns. The minimization of sub-contracting
Lty Soviet tube plants, in contrast to European Setellite tube plants,

G e e e - ke
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acts Lo ralse the indirect and thus, total labor count, contributing to
the finished product in the Soviet industry.

USSH

There are five major plants in the USSR known to be
producing transmitting and special tube types in quantity. The total
USSR production of an estimated 2.09 million units in this category is
geographically dispersed in the five manufacturing centers of Moskva,
Leningrad, Shchelkovo, Novosibirsk and Tashkent. There may be limited
production at Saratov, Riga and institutes in ths\Moskva and leningrad areas,

The USSR is lmown to have suported transmitting and
special tubes in intra-bloc trade, the recipients being such electron-
ically underdevelopad countries es Rimania and Chins.

The leningrad Tube and Lamp Flant Svetlana 211 is
the oldest and largest of all electron tube manufacturers in the USSR
and has been producing high quality transmitting tubes since 1937.

The production of low-, medium-, and high-power transmitting tubes is
estimated to total at least 450,000 units ammually. Together with
special tubs output the annual production of tubes other than receiving
approximates 900,000 unita. Of the total estimated labor force of
8,000 persons about 1700 workers contribute directly and indirectly

to transmitiing tube output, with some two to three hundred employees
engaged in the final assembly foree, }

The Soviet tube plants specialize in the manmufac—
ture of particuler tube types, Svetlana has long specialized in X-ray
tubes, mercury vapor rectifiers, high-power oscillating and genereting ,
tubes for radio broadeasting stations. '

The Shchelkovo Electronic Flant NI1 160 was estab-
lished with the aid of U.S. engineers before World War II and is now
the most important research and development center for the Electron
tube industry. .
Research, development and production work is done
in virtuslly all powsr clesses of Lransmitiing tubes. It 1s bolieved
that NII #160 concentrates on transmitting tubss up to 100 wattis,
although & 1,000 kw water cooled triode suiteble for low and medium
frequencies was reportedly develoréd here in 1948 for jamming purpo:os.
The Russians have or are attempting to construct a jamming transmitier
employing pulse modulation having a peak power power of 500 kw uhicﬁi
will cover the standard broadcast band as well as a portien of the gh
freguency spestrum. %g/ Nolse dlodes developad by the Germans are
mamufactured in the USSR and are used in rsceivers and for gensration
of noise in modulators for jamming transmitters. §1/

Eagt _Germany

’ Withia the Soviet Orbit, Germeny plays an important
role in the production of transmitters and transmitting tubes.

: . Froductlion of transmitting tubes is concentrated
2%t the Erfurt tube plant where current production runs about 3,000
transmitting and oscillating tubes per year. The Berlin plent HF is
the only other Easst German producer of transmitting tubes under 30 M,
{ts 1952 plan celled for only 200 units, while 250 units are planned
for 1953.

Quantity maenmufacture of metal-ceramic u~h-f tricdea
was initiated at the Berlin plant HF for equipment and meintenance
tubes associated with the decimeter-relay RVG-902 series program, sir-
borne radio and radar equipment. In 1952, 60,000 of these tubes were
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planned; sbout half were types ILD-11 and ID-12, as used in the RVG-902
decimeter equipment and perheps other similar systems; 4,500 were of
type ID-9, a more powerful version of the ID-12 decimeter-communications
tube, and having specific test ratings of 40 watts output at 17.5 cm

or 15 watts at 9.2 em. In 1953 and 1954, 160,000 and 500,000 tubes will
be required respectively.

Soviet Germany has a large capacity to produce
high~power, low-frequency transmitting tubes presently not utilized
because of & lack of demand. A significant proportion of this class
of tubes is exported annually to the USSR, Poland, Rumenia and China.
The 1953 production of the Berlin plant HF, amounting to 250 units,
is destined for USSR consumption. The Rudolstadt X-ray tube production
valued at DM 3 million could be converted to transmitting tubes.

Hungary

There are two plants in Hungary worthy of consider-
ation, the United Incadescent Lamp and Electrical Company "Tungsram®
and the former Philips plant, both of which are located in Budapest.

d. Radio Relay Communications Equipment

During the last three years a Soviet-snonzored
development of decimeter radio relay equipment has resched such pro-
portions that the capabilities of the Soviet Union's militery communi-
cetions system may have been signifieantly increased. This type of
equipment permits directional transmission et extremely high frequencies,
with relay stations required at horizon distances. It thereby provides
much greater security and freedom from hostile interference than does
non-direetional radio equipment.

Decimeter radio equivment is made in East Germany
and in the USSR. In East Germany this equipment is made at the
Sechsenverk Radeberg factory, formerly & SAG plant which, in My 1953,
was placed under the "Ministry of Post and Telecommunications.”

The well-kmown measuring equipment firm Rhoda and
Sehwarz in Munich which gained experience in this field during the war
and in the radio telephone project for Blockeded Berlin has contributed
mich to this Radeberg development and has equipped the ‘
laboratories with modern measuring instruments.,

The decimeter equipments in the USCR are made at
communications factories in Gorki and Leningrad. Both the USSR and
Fazt German factories work and coordinate their developments with the
Decimeter Institute in Leningrad.

The importance of the plans of the Soviet rulers is
1llvstrated by their 1n'centigns to put into operation a new nlant of the
HF Werk Oberschineveide at Miggelsee for electronic microwave directional
and reder equipment. _/ Two types, modifications of the World War II
German types "Michael™ and "Stuttgart} opera’s on wave lengths of
53 to 63 cm. and 20 to 28 em., respectively. Sets manufactured include
fixed and mobile versions; the latter consists of two complete trans-
nitter-receiver sets mounted on a truck and is suitsble for use at
Givision headquarters or for intermediate points in a radio relay
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tively immobile corps or higher heedquarters.
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The fixed sets would be more appropriate for use at rela-

As early as 1951 thae

squipment was used in the Soviet Army manuevers in Fast Germany.
Associated elemsnts are made for use on stationary installations.
Inproved version of the decimeter equipment, RVG-002, is used with
directional horns mounted on towers when used in statlionary instal-

lations. -

either the "Stutigart" or improved versions.

S

Approximately 2,000 sete of decimeter communic--
ations equipment have been produced in East Germany since 1948.
Of these approximately 500 were of the "Michael" type, the remasining

21 of & later type of

decimeter squipment, the RVG-903 with conicgl antemnas, were made in
1951, "Mass production® of the decimeter equipment is planned for
East Germany.

The following table indicates the total and
probable production of decimeter equipment in East Germany:

Typea of Known Indicated®

Year Decimeter Equipment Production Produetion
194%- RDS-1, 2, 3, 4 50 500

1950
1951  RDS-1, 2, 3, 4 L2 500
i RDS-1-A (RVG-903) 21

1952 RDS~1-B © 338 350
RDS-1, 2, 3, 4 - 400
1953 Improved type 1,000
1954 Improved type 1,500
1955 Improved type 1,800

From ths infometisn comniled on the tube induse
try and specific details on the production and distribution of ths
metaleceramic UHF ¢riode tubes, the USSR production of relay equipment
is of about the smas mapnitude as that of East Germany. It is predicted
that the Soviete are concentrating on the fixed stations for the commini~
cations networh since Geymen procuction is maily for mobile instellations. 15/

The development of the time pulse and phace
medulation carrier systems has greatly expanded the potentialities of
microwave systems. FProduction for testing and experimental links of
otk a 60 channel time pulse modulation system and other mulii-channel
uystems have been under consideration. The Niiska Institute for the
dlevelopment of communications equipment for use by troops worked on
. pulse modulation microwave link as early as 1950, Actuelly tactical
or commercial use of this equipment is doubtful st this stage but will
be a factor to consider by 1954, end maybe even in 1953. _/ Produe=-
tion for testing and experimental links of 60 chamnel time pulse
nedulation system was however started in 1952. Success in the develop-
ment of better receivers, such as type: RVG-906, RVG-904, RVG-905, is
apparent by the use of & RVG-905 unit in Fast Berlin for a television
foeder line in December 1951.

The use of decimeter equipment directly affects
the jamming vulnerabilities. If decimeter communications links are
svailable to handle traffic that wovld normally require high frequency
vadio commmications, the Soviet facilities, of course, are not nearly
so susceptible to jumming. PFurthermore, the Soviet high and even
medium wvave frequency facilities can be used to jam external and
imdesirable redio tranmissions without disrupting the existing nec-
ossary communications network. Any expansion of radio link line-of-
gight networks, therefore, has e significent bearing on the importance
and potentialities the Soviets give to the counter-effects of both
“heir ond our own jamming activities. The use of the 400-500 mege--
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cycle, 24 channel radio link systems in Czechoslovakia; the indicated
interest in USSR of constructing 250 relay stations hetween lfoscow
and Pepking; the need of 6,200 microwave towere from East Germany
confirm this trend to ineressing use of microwave end indicate the
importance of the developments. 3

The quantities of decimeter-link equipment now
estinated to “e on hand are capable of providing up to 400,000 circuit-
miles of high-grade, ralatively secure, and jam-free redic communications.
This figure possibly is being augmented at the rate of about 200,000
circuit-miles per year. The scale of this program tends to indicate
the Soviets are planning to equiy their high-level military communi-
cutions nets with radio link equipment. Due to its directional and
high-frequency propogation characteristics, jamming efforts are
practically ineffective. The Soviets would therefore feel free to
employ their owm jamming tactics against opposing military communi-~
cations without fear of retaliatory rapuroussions

°. Giviliun Redio Fquipment

The production of civilian radio equipment represents
sbout 26% of the total production of electronic equipment within the
Soviet Bloe. Since sbout 11% is estimated to be anplicable to essential
domestic and industrial uses the remaining 15% is applicable to civilian
radio usage, which productioh ecould undoubtedly be diverted to the
militery requirements. 7¢/

Despite a considerable expaension of the Soviet Bloe
electronics industry, esnecially since 1948, the percentage of industry
effort devoted to the manufacture of civilian radio and television
roceivers remsine mmall. 80/

The estimeted Production of civilian redio received
in the Soviet Blac for the years 1948 through 1951 is showm in the
Table below is indicative of the effort allocated to the needa of the
people, 81/

BEstimated Produciion of Civilian Radio Receivers in the Soviet Bloc

1948-1951 Thomsand Units
1948 1949 1950 1951

~Country S0 Nop<SW S Non-SW SW. NonS0 ST NonoW
{iISSR

Tube receiver 391 31 400 . 90 75 416 62 450
Crystal rover. # 177 # 30 # 409 # 450

Totel 39 208 400 320 75 g5 62 900
Czechoslovakia 267 # 275 # 200 # 150 #
Huogary é 18 13 38 25 75 28 83
Poland 1 # 2 # 3 # A
Rumania 10 # # 20 18 23
Bulgarie # i # # # # 75 #
Eest Germemy 150 # 220 # 275 # 321 #
Bl @232 g0 M s Ze me Lo
*3W indicates receivers with sho:pt-wave reception.
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The ability of the Soviet end East Cerman Electronic
Industry to use scarce materlal and critical highly akilled capabilities
in the productlion of itelevision receivers for evident purpose of propa-
ganda confirms progress in the production of military elsctronics
equipment., If the need arises this capabllity can be diverted into
the production of electironiec equipment of strategic importance. Tlig
asmall effort used in the production of televislon equipment is indicated
by the number of receivers produced shown in the following table. gp/

Eatimated Production of Civilian Television Receivers in the Soviet Bloe

19472951
Unite
1947-51
Couniry L1947 1948 1949 1950 1961 | Total
USSR 1,000 3,000 5,000 9,000 10,000 23,000
East Germany 0 0 0 0 29,000 29,000

5

Y. ¥ire Telecommunications Equipment

This section is based on the following premises.
First, telegraph manufacture is of minor importsnce, production-wise,
and almost impossible to determine, while telephone inatrument* pro-
duction is more important production-wise, and more easily calculsted.
Sesondly, production of allied telephone equipment, such as switche
beards and telephone excheange equipment, is not a determining factor
in measuring capability, since evailable information indicates that such
sguaipment is produced only as needed, and not usually as a continuidg
product, Thie is especlally true in the larger factories, where the
rerlly complex equipment is turned out. Therefore, telephone instrument
squipment wilil be the index used to indicate Soviet Orbit capability in
this field.

Statistics available do not permit o complete break-
down into military and non-military -roduction within this category.
Therefore, they zhall be considered together and the industry treated
as a whole.,

Soyiet Orbit Overall Production: In the Soviet
Orbit, the wire telecommunication equipnent industry is by itself, only
a very small but important portion of the total electronic production
of any one of the countriss here considered, ranging from four per cent
in Poland to about 10 per cent in Czschoslovakia. Total telephone in-
atrument production for the orbit is estimated at from 500,000 to
1,000,000 instrumerts during 1952. Indications are that there were
spproximately 200,000 to 300,000 new subscribers during this period.
It must be understood that many subscribers use large quaniities of
telephone instrumerts for private braanch exchanges {P.B.X.'s) and there-
fore, as the exact cuvantity of productlon is not known, the larger esti-
mate of 1,000,000 is used in this report and breakdouns of production
follow. Indications are that avproximately 44.7 per cent of the nrodue-
tion of telephcone equipment is within the USSR while the remainder is
satellite nroducticm.

?”f»;ﬂphane instruments are defined s customary desk aéta, wall telo-
phones. snd lccul battery telsphones with magneto ringing.
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Hy country, production can be broken down as

Albania nono

fustria (Soviet Zone) 20,000

Bulgaria 10,000
Czechoslovakia 150,000

Germany (Soviet Zone) 175,000

Hungary 100,000

Poland 28,000

Hyandad e )
Satellite Total 553,000
USSR 450 _

Grand Total 1,003,000 telsphone

ingtrunents

imbor Foreo: A basic charasteristic of this
industry is that telecommmumication equipment is manufactured in radio
and electronic products plants with a few notable exceptions. Even
meny of the largest producers of wire telecommnicatlons equipnment are
lerge producers of radio receivers as well. Therefore, based on current
informetion it is impossible to state the number of employees actually
devoted to production of this type of equipment.

Expsnsion of the wire telecommmications industry
would be readily accompliched by the conversion of other tyves of
electronic production. Since rost wire telecommmication equipment
plents produce other electronic equipment as well, production expansion
by conversion of existing fecilities would be relatively easy. Avallable
information is not sufficient to venture sny firm figures on amount of
axpansion possible by this means. .

rarrier sguiprent used in lon;; distancs wip»
and cable routes makes it pis~adit e havd mony tonversations on &
wire or sadic sareuit,

in view of the fragmentary information availe—
able on Soviet domestic msnufacture and imports of carrier eguipment,
ne accurate estimate of actual production canscity is nossible.

intformation on Soviet orders to East German
mapufactures, mey serve as a gulde in determining types and extent
of equipment presently prcduced.

USSR Orders for Carriep Fauipmont from Ecgt Germany a4/ ...

Yeer, Flant Location Humber of seis Yodel
i949 05W Berlin Beriin 20 ABLL
1949 Stem Radio Roehlity 40 TFC
1949-50 Fernmeldewerk lipzig 4000 TFC
1951 Fernmeldewsrk = Bontzen 5 MES
1951 Fernneldewerk ldpeig 50 MESZY
1951 Fernmeldewerk Lipzig 200 TFC
194951 Total 4319

“here is undoubtedly current production of
this equipment in the USSR. Towsver, other ithan the reported pro-
duction of the commmication plaat, Irkutsk is supposmed to have becn
making two telephone carrier equipments per ronth in 194%. No details
are knowi .

. HBS >
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Production of telephone, telegraph and assoclated wire
line equipment ie in good shape thro:ghout the Orbit, and the present
production can undoubtedly be stepped up if the necessity for more
squipment arises. Ths actual amount of raw materlal that goes into
the produnction of telephone instruments and associated equipment is
small in mslation to the amount ased by the wire and cable indusiry
for connecting lines. Where loeal shortages occur, substitutions can
usually be made to keep production going.

g. Wire gnd Cable

In the postwar period, wire and cable plants of the Orbit
have been brought to a high level of technical excellence and have been
greatly expanded. Not only have new plants been set up, but older
plants have received new machinery. Two of the largest plants have
been making vartienlar efforts to advance the techmology of the entire
industry by the organization of development and research facilities.

To indicete the production of wire and cable in the Orbit,
the following table shows the amount of copper used per country witn
the number of miles of single #16 geuge wire that could be preduced from
this amount of copper. Many sizes of wire are used in telephone and
telegraph open wire and cable apd a tabulation of quantities of each
size is impossible. The #16 gauge cen be taken as an average and is
nsed as an illustration only. This table also gives some other perti-
nent eatimated figures ot manpower and costs by country for this
industry figured for one year, 1951. (For table, see following pege.)

It is not possible to separate the production of tels-
phone wire and electric cable in an accurate manner.

Te stretch the amount of wire that can be made from
availeble copper, aluminum is added to meny mixes. When this alumji-
nwa is combined with the copper, the poundage of the product is
referred to as copper content. The Ortit used approximately
106,000 netric tons of cepper content material in the wire and cable
industry for 1951. The sctual amount of copper in this quantity of
copper content wire would be 24,000 metric tons.8

1t has been repopted that the Satellite countries are ¢
aoWw trying te use aluminum wire {without any copper content)}.in the
manufacture of Motors and Transformers. If this is successful, it
wiil help stretch the quentity of copper.

Approximately 208 of the wire snd cable used is imported.
Creat efforts are made by the Orbit throughout the entirs world te
by copper for import. Feports indicate that there is sufficient
7w copper in the USSR tc meet its present production for wire and
e¢eble, but this is not true in the Satellites where raw copper is in
short supply. The Orbit produces 268,325 metric tons of raw copper
and imports an estimated 80,000 metric tons, making a total of
348,325 tons. The wire and cable industry uses 84,000 metric tons
of this total leaving 264,325 tons for other uses. These other uses
are slsc important and include motors, generators, switchgear, alr-
eoraft, automotive, ete. If the necessity arose te increase the out-
mat of the wire =nd cable industry, ¢opper would have
t0 be taken from some othev ~cnpumer, and if the end use of the wire
was of & high enourh priority, it is felt that the plant production
could be greatly increased. 86/
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Onllected 1951 Input nejuirements for ihc Zsviet Dleo o

wire and Cable industrs and their Cost in 1651 U.S, Dollars &7

Cost of input
for entire inde

“illion diles
of #15 wire

detric Hetric Jdetric ustry Froduce- that could be

Tons Tons Tons 1,000 tion in 1951 made from Uirect
Country - Copper Aluminum Lead danhours U.5, Uollars Copper Labor force

USSH 52,700 1, 55C 9,486  4,0,000 118,278,000 2.808 20,000
Cgechoslovakia 9,000 1,750 1,720 10,000 24,227,000 479 5,000
ast Germany v 4 14,242 2,279 2,54 17,000 13,355,000 759 8,500
Hungary 3,000 1,500 540 75200 15,995,000 150 3,500
Gthers 5,076 812 o1 8,000 18,471,000 Y1 14,000
Bloc Total 8l ,018 10,991 15,124 82,200 222,327,000 4477 41,100

Swpimlwliw =T
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fribi to World War IX, USSR imports of communications
wyIPmeits wwre small, smounting in the late 1930%s t6 some $5,000,000
annvally, or about 2% of total Soviet imports. The prineipal countries
from which equipment was received were the U.S., Great Britain and
Germany, 88/ Svbstantial quantities of telephone equipment were im-
ported from Sweden. The USSR has always besn dependent on imports of
eriticsl slectricsl and electronic test equipment, although this de-
pendence on the Western world is rapidly being 4 ecressed,

i

During Woirld War II, USSR imports of communications
equipment greatly exceedied prewar imports. These imports insluded
large quantities of tulfea, componenta” and end equipment.

The U.S., under lend lease, became the predominent
source of critical sndtechnical equipment. Between June 1941 and
Decenber 1945, $216,273,000 of equipment was shipped to the USSE.
Some of the important; items are noted in the following tahles

Type of Equipmoﬁt . o Amount.

Radio measuring & testing 3,174,000
Fleld telsphond wire 956,688 miles
Radlo transmittler. (1 kw & over) 30 sets
Radio transmitfer tubes 315,027 tubes

The b of electronic equipment has been of viteal
aspiatance to the el communications program, To a limitedextent
the quantity of rted electronic squipment has bean hampered by the
currency restrictiins of avsilable hard currencies in the Soviet Bloc,
and Western Expori Trade Rsstrictiona. The currency seems 10 be avell-
gble for critical electronic requirements, and export restrictionsz
nave but limitedfe ffect on oritical Soviet nesds and strateglc items,
zp indirect mears for importing such items on export control list have
bheen used. :

ilthough the Bloc is not dependent on imports for
trznamitter equipment and tubes, there have been importsnt deliveries
of this squipment, Xnoun shipments cams from France, Belgium,
Switzerland and Swedsn. It is difficult to detemine the amount of
the importe of the various itypes of elsctronic equipmeni; however,
Zor the purposes of this study, the volume of the traffic and the
significance of the imports can be determinsd, The amount of imports, -
such as transmitters, electron tubes, telegraph and telephona equip-
ment, has been calculated on the basis of known shipments during the
lsst part of 195C and during the year 1951, value of these known ship-
ments 18 $6 million, The estimated total for 1951 imports of elec~
tronke equipment is $1L milison. This is about 2% of the Blec produs-
tion of electronic equipment, although it is of much grester iuportance
then indicated by this percentage. 89/ 90/

in addition to shipments from the U.S., substantial

Siewass wera recelved £rom Canada and the Unlted Kingdom, though
guantities of imports of elaotronic equipment have been relatively
1ight since the war. The USSR is now relying on the Satellites pro-
ductive resources to supply part of its military and other needs for
oommunications equipment. Small quantities of quality elestronic equip-
ment for development and research programg sre continuelly imported by
the Bloe, In addition to electronics equipment the Satellites, in the
pest have imported valusble sclentific instrumemts and test equipment
from the U.S. and European firms. 91/

There are casss whers the USSR has imported complicated
equipment and then menufactured coples, as their industriszl capabilities
parmitted, An exanmple is the produstion of tite SCH-534 coutsrel cader

» ~ld=
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which was furnished the USSR during World War IT by the U.5. Another
example is the manufacture of vacuum tube volimeters copied from ithe
design of the Radic forporation of America.

While the Bloc as a whole importsrelatively littie
and equipment, tubes and components, significant quantitizs of materials
required in the manufacture of tubes and components are imported, These
materials include capacitor paper, molybdenum and tungsten wire and alloye
of these metals, nickel cathode sleevss, mica, and certain machines used
in the manufacture of tubes and compeonents, suca as exhaust machines.
Triamond dies, in demand for drawing wire, are supplied from western sources.
Needless to say, present internationsl agreements do 1limit the exporis of
western nations, but the amount of clandestine trade ismlativelv high,
and the volume of gome of these items is so small thab they can ba trans-
»orted in a diplomeiic pouch; diamonds for dies have been shipped to
the Bloc in this way. Tonnage recuirements of refractory metal wires are
small enough to 2llow sscrst shippine in effective quantities. fThouogh
capacitor papsr is somewhat movre bulky. there ia evidence of iilegal
shipment of this comnodity.  The interdistion of all imports to the Bloo
would curtail the flow of these strategic materials and cause the Yloc wo
to exhaust their stockpiles while their domestlc cavacity was increased
%o supply the additionsl demand. As much as 50% of some of the aforemen-
tioned items are [rom western sources.

To some cases therw .. no shortape of the basic raw materials
nsed in the manufacture of semi=tinished cormoditles which the Bloc ac-
tually imports. A deficiency of technical ability or production facili-
vies may limit production and necessitate the import of such items. Tor
instance, the Bloc is very well supplied with tungsten ore, but is unable
to fabricate tungsten wire of electronle grades in sufficient quantities
o satisfy its needs.

Copper and copper products are scarce in the Bloc, and
shortages in the Satellites have been known i limit the production of
wire, cable, and electrical ecuipment. The present level of imports
suprest that the Soviet Bloc may be dependent on Western sources for
208 of their wire, cable, and copper products. ‘}’g/
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3. Distribution and Allocation of Equipment Resources

The military requirements are given first priority
in the distribution and allocation of electronic equipment resources.
It is impossible to determine the mumbers of the different types of the
various electronic equipments allocated to the various consumers or
e2ven the consumer categories., However, a pattern has been determined
wnich is very valuable when considering this aspect of the problem.
This end use consumer pattern is as follows: 23/

Category Peczentage of the total yalue
Civilian Radios, Television sets,
and replacements 15%
Essential Domestic Ssrvices and
Industrial Uses 11
Military Electronic Equipment 4

Military Electronic Breakdown:
o

Microwave ladar 25
Other Radar 21
Military Radio 23
Miscellaneous

¥ilitary L

The above consumer pattern is based on the distribution
of vacuum tubes, therefore, the actual output and distribution of equip-
ments will vary by number, weight, or value from these percentages. For
an overail consideration the tube end nse pattern is the best available,
since by definition, slectronic equipments are mroducts esploying tubss,
;nd the ratie of totel fmbo walwe 85 totrl equipment waluo 1s relatively

The burden of supplying the Soviet Navy with commmnications
ayuipmant 18 comparatively light as contrasted to the needs of the Aroyy
or the Air Force. The same principle applies in the Satellites. The
Navy of the USSR as far ae can be determined (judging by radar installations,
for axawple) seems to be receiving its proportionate share of modern
elecironic equipment. Sh/

The amownt of signal equipment in line and support

divisions of the Soviet Army is illustrative of Army requirements for
signal equipment. These requirements are given on the following page.

3=
S~B~C-R-LeT
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Sovieh abuy Signal squipment Requirements for Line
and Support Divisions 2@/

Kumber of Equipments

Type of Present Troop Double Present
Equipment Strength * Troop Strangth ¢
Radio k7,090 92,895
Switchboard 23,060 143,967
Telephone 136,675 253,752
Telegraph 1,7hé 3,01
Teleprints 976 1,684

Radio Truck 1,880 3,215

Radio Receivers 717 1,213

Wire (in miles) 1h1,891 272,569

*  Approximate mumber of different Lypes of signal equipment prasently
in the hands of the troops.

»% Approximate signal equipment requirements if the troop strength should
be doubled.

-
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Ce. Blectric Power

Radio transmission depends upon electricity
as its source of energy. The total amount of electric energy
consumed for all rapid communications purposes in any one of the
Soviet Orbit countries represents a very small percentape of the
tctal amount oroduced in that country or awvailable to it.

In European USSR, including the Caucasus,
electrical energy is generally available from central station
sources. This is possibly not true of the eastern portions of
Archangel and the Murmansk Peninsula. There is no completely inte-
grated transmission network in European USSR. The individual net-
works radiate from or serve most of the larger cities. In Asiatic
ULOR, eentral station power is available along the Trans-Siberian
Railway and its branches, and in the Kirpghiz and Tadzhik SSR. In the
interior of Central Asia and 1n the vast area east of the Urals
and north of dbout latitude 600 north, central station service is
the exeention rather than the rule. In the areas without central
station supnly, resort mast be made to more laborious and inefficient
methods of producing power. Apparently the Soviet Union uses in
such cases internal cowmbustion or steam engines, wind driven generators
small. hydro generators and batteries to supply radio facilities.

Iz the artic regions where transport of fuel and machinery is
difficult, the problem of assuring reliable rapid communications,
services could besome vexing under sudden heavy demand conditions.

in Comrmunist China, electrical energy is
generally available in lfanchuria, except pessibly in the sxtreme
northern and western portions. It is also available along the whole
coast line and in some of the larger inland cities. Outside of Man-
churia there are no transmission networks of any magnitude, and
in the larger interior regions, including Inner and Outer Mongolia
and Sinklapg, reliance must be had on one or more of the sources
mentioned under the USSR.

In the European Orbit countries there are no large
regions without central station power servicefuh/
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D. The Prasent Orbit Gommnications Manpower Resources

With a combined population of over 800 million, the
Soviet Orbit possesses an ebundance of manpower, of which much
43 unskilled, VWhile & conslderable mumber of unskilled workers are
consumsed in rapid communicatione construction and maintensnce opere
ations, the installation, operation and technical maintenance of
the rapid commnication resources of the Orbit require appreciasbls
rumbers of sldlied leborers, techniclans, enginesrs; and some
gcientists. Theass skilled workers sre believed to be in short supply
generally. Easentielly, thls shortage stems f{rom war losses and
from inadequacies of training facilities. Agelnet this shortage
is an increasing demand for these types to accelerates the fulfill-
ment of stepped-up plens for improving the industsrdal and military
power of the Ordit. By using Germans &s consultants and by gradu-
ating large nurbers of students, the USSR in 1949-1950 began to
overcome the sharitage of skilled workers.

Since V=J Day, the Sovietls have placed great emphasis
upon improving the scientdfic and technical qualifications and
increasing the number of their electronics personngl., Research
scientists have been placed in a privileged class and public
recognition of outstanding accamplishments has been lavished upon
them in the forms of finmanclal rewerds and honor recognitions. To
obtain more resesrch, development and operation persomnel, smphasis
has been placaed on technical training in undversities, engineering
schools, special technical instliutions, and on correspondsnce
coursed. At present the Soviet systism has tended tu produce
excellent resserch sclentists and fairly good technical workars,
although all electronic industrles, including the U.3., are Fahori®
of experlenced manpower needad to reduce research ldeas to practice.
This pir’técular problem in the USSR seems to have improved greatly
since 1948,

The manpcewer observations on the USSR apply generally
to the European Orbit countries except Albanla, whers gkilled personnel
is very acarce. Chins has relstively few engineers and sclentists
w#ith slecironic skille and would encounter difficvlty in rapidly
expanding training facilities without foreign sseistance.

The training of manpower in the field of commnications
is estimated as follows: 98/

Gommricationss

Number of graduates » Blectrical Enginesrs -
from univeraiiies of college type institutes L4687

Kumber of graduates of technicel schools, below

colleage level with 3 to § years coursesj per
yeayr 10,000
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L. Namfacturings

In 1952 | |
smployment in enterprises associated with the Soviet administration
controlling tubes, lamps, and related products had reached a total of

- This figure, which may be compared with 51,545 for the U.S.
in 1947, is apprecisbly higher than indicated by earlier estimates,
snd tends to confirm the expansion trend after 1950. ﬁ/ 20

The total mumber of employees in the Bloc electronics
and telecommunications manufacturing industries is estimated as 292,000
for 1951, Of this number 210,000 were in the electronics industry and
£0,000 were in telephone md telegraph manufacturing. The manpower of
the electronic industry in the satellites amounts to LOY of that of
US5R. The estimates for 1952 Y ave been increased for the electronics
indusvry based on recent information showing large increases in electron
tube production. At the end of 1952 the total Bloc employees in
electronics and telecommnications manufacturing is estimated to be
372.000. .
T A small core of top scientists in the USSR are
thought able to do ordginal research in ecme highly specialized
alectranics fiolds and adapt the results of their work. This may
be one of the key manpower factors for successful prosecution of
long-term electromagnetic warfare. It is notable that military
meprescutatives are frequently associated with elsctronice manue
fecturing, an exgmple being Admiral Berg of ths loskva Heder Institute.
It is believed that the flow of information from wanufacturing plant
4o fiaeld force is well~providsd.

In the ssveral electronic fields, trained Orbit
industrial manpowsy is probably adequate. Higher technieal achools
and walversities have departments dsvoted to electronics, eome of
which are staffed by industrial personnel. Thus, liaison between
! establishnent and factory is effected. Within moat large
Soviet elsctronice plants, in-training schools have been set up and
& larpge proporbion of worksrse attend classes alter work hours.

2.  Operatings

In 1952 there were an estimated 600 thousand
perscns engaged in the Communication industry of the USSR, It is
plenned to expand this figure to 760 thousand by 1957. These figuros
are exclusive of military persomnel. The planned rate of expansion in
skilled end technical personnel is even more rapid. Any increased
slectromagnetic warfere astivity on the pert of the Orbit would
involve mainly the radio circudt operator and the radio transmitier
attendant types of trained persomnsl; the treining time req.ired to
increase the mubers of these types would amount to less than one
year, with much less time for redio amateurs, who are presumed to
bo partly trained.

The postwar shortage of operating and maintenance
personnel continves for servicing complex military electronic equip-
went wtilizing very high and ultra high frequencies. The cuntinuously
abepped wp ineservice educatlonel program mey largely ovexrcoms this
deficiency within a few years. A large exploitable manpower supply
in avallable in the military services and in itself is not a limiting
factor in expediting en electromagnetic warfare program.

The radio amateur group is an important source of
{rainsd or partly trxained menpower. The number In this group today
is not knowno. Each Orbit country has a group of amateurs who seemingly
axe given directed encouragement by their govemments. As early as
192l the Soviet Union nurbered several hundred thousand amateurs
within its borders. 10.3”1/ The number is probably much larger today.

YT
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E. Modernity of Applisd Techniques and Technologles.
1. ZTechnigues, Procedurss and Techrniologies.

4. Wire Communications

The two outstanding defieiences in the telephone long line
system are first, the bulk of the outside plant consists of open wire pole-
iine, and secondly the limited use of multi-channel carrier telephony which is
tdue to the inherent limitation of open wire lins; as well as the unavailablility
of broad-band carrier equipment.. A further impediment to increased application
of earrier squipment is the fact that a considerable fractlon of the conductors
are steel rather than copper, not merely because of material shortages but also
becanze of mechanical stress caused by c¢limatic conditlions.

As regards inside telesphone plant, the Soviet automatic step-
by-step dieling system provides reliable and rapid services; 8¢ is old fashioned
only in regard to its sturdiness and bulk. The need for dial systems is small
Ln proporiion to the population, since the number of subseribers is not large
and for the same raason there is little need for long distance disling service.
Maodern trunking practices are found in the switching arrangements of metro-
palitian centers. On the whole, telephone equirment is diverse rather than
standarized, and maintenanes is thus agitated. Telegraph carrier equipment
is widaly used on long distance cirsguits as the most prasticable sclutien
te the limitations of the apen wire lines, and of existing volce-frequency
rapeater stetions.

b. Radig Communications

In the field of high frequency long range radic communi~
cation most Soviet techniques are advanced. Antenna arrays of great
power gain andmaximum tuning flexibility are in wide use. Extreme magnitudes
of radiated powers are obtained by carefully designed arrays of properly phased,
f3d radiators. For many years Soviet high power transmitier tubes have provided
reiiahle performance. Good facsimilie tranemission is well established, and tape
telegraphy transmission spseds of 1000 letters per minute are routine.

Standard low power radic squipment is of widely varying age
end of many makes. Soviet-produced models of the US Army radie set SCR-284
ars In quantity use for short range civil communication applications along
with nmush sarlier Sovist designs.

Until recently frequency-shift keying or single sideband
mathods had rarely besn used.

Although the Soviets sre familiar with the bread-band multi-
channel advantages available from yadio relay links (zbove 30 liCs), there im
m svidence of current usage in the commumnication system.

g. Techuology:Devalopment

The Soviet Orbit has placed particular emphasis on raising
its technologieal and sefenlific level in the field of electronics to one more
conpat:iable with western standards. Orbit electronies technology has advanced
o a isvel equal to that of the west in some particular phases of the field,
but in others it has shown littls imagination or initiative.

After World War II the Soviet Orbit copied imported modern
equivment. Technical personnel, trade literature, and in partiscular, the better
suthorative text and specifications used in western countries were sxpleited
to tho fullest extent thus closing the technological gap in the broad fisld
of sleglronics some three to five years. Lend-Lease equipment and teshnicians
from the U.S. and other aliied countries eupplied under the war program ad-
vanced tachnicael know-how that was lacking by the Sovisets. The Soviet Union
exploited the elestronis rescurces of such countries as East Cermany, Hungary,
aad Czechoslovakia, which have been generally regarded as having a high level
of technological competence in the electroniss field. This totsl resource ls
assumed %0 be in a state of continuing exploitation to serve the growing neede
of the Orbit.10

. <}
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The rapid advances in Soviet technelogy were
not solely the result of Soviet abilities, bub %o the conbrary,
they were vhe sum total of “borrowed" talent from the Satellites
and weatern countries. It 48 possitle that the Soviet rate of
4schnological ‘development wilk rot be as rapid ss in the past, nor
the rate such as to continue o close the existing gep appreciably,
except in specimlized phases of the electrunics field in whiech
they devote a particular interest. . .

4. Treduetion

Standagdization of equirment and operatloms is the
key to communiecation effieciency, flexibility, economy, and complate
integration. This, the Soviet Orbit does not fully enjoy. With the
pessible axeeption of East Germany, Hungary end Czechoslovakia, the
Orbit countriss including the USSR have over the ysars imported much of
their commnications equipment, techniques, and technologles, partly
#rem Uetmany and Czechoslovakia and pertly from many countries of the
Woctorn World and Japan. Much of this importation continues, and
spparently will contimue for many years to come- The various eguip-
nenbs are incoapstible therafore diffieculties muat necessarily exist
in system integration, maintenanse, and maximum flexibility of opera-
‘?f»iﬁw.-,

It is difficult to determine ths modernity of
pressnt Soviet preduction metheds, but it is known they hawe stressed
ipcroased productivity through %schnieal developments. Production hss
heen ineressed by imprevements in methods and machines, combined with
moys ekilled, betier trained manpover motivated by high worker in-
centives to produce greater outputs. Ferslgn enginsering talent,
prineipally Gemman, has been exploitsd to improve pust wer Soviet tech-
nlaues, which, by Western standards, were inefficient and labor
consuming. %% is bslieved that during the post war resdjustment
period, Soviet industrial methods wers concerned with full smployment
ruther than efficient production. Now the Soviets seem to be dirscting
their offorts tovard high worker productivity, conservation of strategie
metariels, simplification of deaign, and memmfacture of & produet
suaseptable te mass autaemetic processss

During and before the war the Soviete used Und ted
States tschnical assistsnes, and since ths war have exploited the
German industry and its Engincers. Under the wer ¢ime progran, the
Soviets were able to leayn considerable absub our msthods of quantity
production of quality eloetronis products. For example, USSR employs
surrent U.5. manufasturing methods in the productien of fixed paper
dislectric capacitors, while they use a German “Bosch® method in pro-
dueing 00 motalized paper cspacitors; the Soviets also use production
tochniques similar to thoss employed in the U.3. in the mammfagturss
af capacitors used in power-factor applications. Soviet predustion
mothods are copied from those used in more advance sountries, advancing
them %n strides that would not be possible under normal condi%ions.
The imprevements of the standard of their technology and produectlon
method® to the present are reflested in the greatly increased output
of the elecironic industry.
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Beginning with the First Five-Year Plan in 1928, and
continuing in all subsequent plans, first priority was given to the
inetallasiompf rapid communication facilities, second priority to
the ovrovision of underground cables Lo link key cities with iloscow,
third Lo the extension of overhead lines, fourth te increase the
number and power of radio stations to improve the basic network, and
Tifth to the extension of radiobroadcasting facilities. A sixth item
anpeared in the 194€-50 Plan, the expansion of facilities in rural
and remote areas. There is evidence that the USSR has been accom-
plishing all of these intentions with the probable exception of the
underground cables connecting all key cities with doscow. Apparently
the Soviet Union was neither able to manufacture nor imvort sufficient
cable to achieve that end. In the interim the Soviet Union took full
advantage of the steady progress being made in the radic art to over-
come its serious wire line deficiencies. 7Prior toWerld Wa:r RI, the
principle was applied in the adaptation of radio to the basic tele-
phone and telegraph svstem that the particular medium of transmission
should be used which geographically or politically best suited a
given sel of conditions. There was no attempt to emplov either the
vadio medium or the wire medium in all cases. Redio was scheduled
to be the scle iweans in many remote arcas where under normal conditions
the employment of wire would be econcmically inadvisacle. On the other
nand, radio facilities were to parallel in some cases existing wired
truih Miucr.  Where thers is a choice of media (as between radio, and
wire and micro-wave radio) over which to route traffic, the Soviets
would choose wire or micro-wave radio for communication security
*easons, In fact when the Soviets saw World War II coming they
shifted much of their official classified state traffic from radio
to wire. This practice a; arently coniinued through the war years
and it is bolieved the oractice continues today. ‘lhis means, lhat
- whare a cholce of media exisis, communicalion security wculd dictate
that the wire or micro-wave radio medium be usedfsy strategic traffic
and the radio for innocuous public correspcendence as far as practice
able. It is velieved that these general Sovist irends nermeate the
antire Orbitblﬂﬂf

i. Post World War II %o date

The L rends in the developmeni and use of Scviet Orbit
rapid communications service have been motivated by the needs of ihe
state privarily and by those of the consuming nublic secondarily. In
whe immediate post World War II periocd, effort was concentrated on ithe
“restoration of those facilities destro"ed or devastated by the war.

”t is estimated that this restoration period, more or less, ended aboutb
247, witih the exception of iast Germen- and China. In East Germany
*hﬂ Seviet Unlon removed as "reparaticns"” muchk of the worthwhile rapid
romnunications plant that remsined intact. %cdar Sast Jermany is still

in the process of restoration, though some new facilities are being
provided. In Ocrwunist China, the USSR removed a cod mortion of the
rapid commupications facilities in ifanchuria, which 4 been installed
or irmsroved Juring Japanese occupation. Bv 1951 it iy thought that
Communist China, except for .danchuria, had been acie wo veach 1937«
1938 facilities levels. It is not velievad that wanchuria has yoi

<50
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attalned the peak level of the Japaness occupation period, Apart
from these exceptions it is quite clear thal the Soviet Orbit has,
since about 1949, been able Lo increase tune canacily of existing
plant, to extend its plant to virgin territory, and to apply new
world techniques and tecnnologies created during and since World
War IT.

a. Wire Facilities

In the USSR several long wire lines of stratezic
significance nave apparently been construcied in recent years or are
under construction in the direction cof the Arctic ani in the Far rfast.
ihese are snown on the mapn in Anpendix 3.

In the Zuropean USS: the land«line from Kirov to
Vorkuta, latitude 67° North, longitude 6L° .ast, via ¥otlas and
Tkhta, covers a distance of some 1400 ¥ilometers. Three other land
linseg, running generally eastward, connect Kotlas with Voleogds,
Konosha and Obozerskara, coverling a total distance of anproximately
1200 Vllometers\ The latter two are unconfirmed. Another uncorn-
firmea Line extendefrom Ukhta, no"th along longitude GL° Last, to
Nikxittss, latitude 68° Nerth, on Pechorskaye Guba, approximately
500 kilometers. Still another unconfirmed land-line extends north
from Solitansk to Ust'Shehugo, longitude 6L° North, latitude 57°
Bast, a distance of some 00 kiloneters. goy 108/

Submarine cables are shown in the 3Barents Sea
from Polyamyy Lo Archangel via Yokan'ga, some 700 kilometers, and
across the white Jea from “yaliisa to Intsy, a distance of about
503 kilometers.

A coaxial line is reported unier consiructicn
between lioscow and Lenpingrad via Kalinin, a distance of some 600
ikilometers. 'The .loscow-falinin section of some 200 kilometers was
revorteily completed in April 1952, 100/

In Asiatic US3R, one land-line extends from
\ra&nova;s% to Dudinka at cocut laLLtqde 70°% North and lonzitude
B6° Kast, mensrally following the rotle of the Yenised River, a
distance of some 1,500 kilometers. 308/

Recent reports and meps show wire construction
of laude«lines in tho vieinity of Yakutsl, ‘two lines 9 north and
northeast from Yakutst to Ust'Aldan and to Krest-vhal'- izhar, resnecw
tively, and a third line extends from Suntar to Vilruysk. These lines
rauge in lengin frem 180 to 280 Yilometers., In the Far gast, the
Yabutsk-to Wagaddn iine has been recently extended to Khonu on the
Indaginka idver, via Ust'Srednikan on the Xolyma River, approximately
1000 kilometers. Another significant extended line is that from
Aapadan to Klyuchi on the Kamchatka Peninsula. this line goes nortih
from lagadan %o approximately 629 North latitude, crosses the Penzhin-
gitaya Guba and then turns south on the Peninsula to Khayrvuzovo and
Petropaviovsk and thence te Xlyuchi, approximately 2500 kilometers.
5till anciher line extends from Yakutsk south and east to Nikolarvevsk
via Udskcye, a distance of some 1500 kilometers. 309/

On Sakhalin Island, the wire line from Moskalivo
south to Pilevo aslong ihe western coast has been extended to Kholmsk,

thenee east to Korsakov, and north along the eastern coast to Okha,
virtually encireling the 1slandgégf Approximztely 1800 kilometers)

“’5:3:""
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Tho ieland is connected to the mainiand by three submarine cablest
from De-Kasti to Alexandrovsk, from Sovietskaya Gavan to Orlove
and from Viedivostol to Orlovo. 112/ The first two are relatively
shorts the third, howsver, is approximately 1,200 kilometers in
leughth. Sakhelin is connected with Japan by two cables between
Forsckov and Sarufutsu {not operating).

These develepments -show a trend towards pushing
ow’ with wire iines to the uncovered North and East,

In 1948 constmction was underway in the USSR
T on some l.!) thousand miles of wire line routes. Friority has been
" glven to routes serving important areas, The use of multi-channé.
corrier systems on existing wire lines as well as some of the newer
onus has greatly increased the traffic handling capacity of the
basic systems.

The new Soviet FiveeYear Plan (1951-1955) gives
the following language pertinent to this subesection. One reference
reads? ",...To insure the further development of means of eommunica=
tion: to ineresse during the Five~Year Plan, the length of intercity
telephone lines by not less than 100 percent...." Another reads:
"....To inerease the capacity of telephone exchanges in cities during
tha FiveeYear Plan by 30 to 35 percent...." Specific references were
not; made to telegraphy, nor to what the word "lines" means. It
probubly means wire lines but could include radic ¥lines." 115/

Some numerical notion of the post=war growth
of USSR basic communications services may be useful. But since the
wise and radio traffiec flgures cannot be separated vecause the two
meddls are integrated, the following [igures include both. The
nusber of interurban and international conversations in 1946 is estimated
at 80 million and in 1951, some 132,000,000, The number of telephone
su‘nse-ribers is estimated at 721 thousand in 1945 and 1.5 million in 1951.
This is in spite of the fact that in 1949 it was reported that telephones
were not widely used by the public and that private tslephones were
practically noneexistent. The number of telegrams handled in 1946 is
esirated at 176 million and in 1951 some 283.5 million. 116/

Appendix J gives an indication of the extent
to wi:ich wire lines are being utilized to provide & "closed circuit"
mass aural radiobroadcasting reception base, The total number of
speakers installed is belleved to have increased from approx;unately
6 willion in 1946 to 1l.6 million in 1952,

Appendix J shows the magnitude of this development
arxl the rate at which the system is being extended in the Soviet Unionm.
The essential purpose here is to bring the mass aural radio medium
into the far flung villages arnd settlements in the Soviet Union, to
enhavice group iistsning, and either to insure "closed clrcuit® security
or to extend listening faclilitics at cheaper cost. In one sense this
dereiopment is a reversion from the radio mediwm to the wire medium
to the extent that local distribution does not depend upon the radie
medivm, This is partly true of the cities in which the broadcast:mg
tranemitting studios are located. Urban, suburban, and in some cases
rural areas are served by wire directly from the studio itself. Hence,
wizh only the long distance links in question, a mass aural broadcasting
system can be operated without the use of the radio medium. Where the
long distance links can be provided through the wire medium, dependence
on the radio medium is eliminated altogether. 117/

As for China, some progress has been made since
Worle: War II in theconstruction and reconstruction of wire line
faciiities. Ii is estimated that the telegraph line length rose from
50 thousand kilometers in 1946 to 133 thousand in 1952, For telephone
lines:, the length rose from 327 thouaand kilometers in 1947 to 435
thauvand in 1952, 118/

Ed ﬂ&-
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Since the inception of the Communist Chinese
government in 1949, it is reported that long distance lines have
baon rastored or constructed betwsen a number of important citiss
including those between Peking and Nanning, between Shanghai and
Shacheng, Shanghai and Mohien, Shanghal and Fengtal, Shanghai
snd Iuhsien, Tientsin snd Kumming, and Tientsin and Sining, among
others, 1In February, 195L it is reported that work was begun %o
connect by telegraph line Lanchou in Kansu Provines with Roch'e
on the Sino-Soviet border, a distance of over 2,000 kllcmeters. /
See map in Appendix B.

There is evidence that Communist China, in
sddition to extending its wire line facilities, has been increasing
the traffie carrying capacity of ite main lines and the density
of 4ts local wire line services in the larger cities. 120/

Appendix J shows that Communist Chins has
embarked on & plan to employ the wire-diffusion techniqus in conw
necvien with the development of a “closed cireuli" reception base
for mass sural radlobroadcastlng.

In the Furopean Orbit countriss with the ex~
cophion of Albania, extensive recomstruction and construction w1k
Las taken place since the end of World War II on wire lines. 0ld
14nes have been repaired and/or improved, Traffic carrying capaci-
+ies have heen increased, some dirsct, official commections o
Moucow snd betwsen Orbit countries have been established. Albania
has done little to improve the basic system. It is slowly increasing
%he number of telaphone circuits to the remote areas but there is no
indieation of widsscale plans for modernisation of the system., The
wira-diffusion technicque, in consonance with the Kremlin pattern,
got underway about 1951.121, 128/ In Bulgaria & gradual expansion of
“he wire network has besen taking place in order to provide service
4p rural areas. The reported installation of automatic and semi~
sutomatic telephone exchanges and the expansion of exchangs capacity
csems to indicate some prograss has been made in modernization of
arbsn facilities, 'gz/ In Czechoslovatis post war emphasis hae been
vlaced on bringing existing facilities up to date. Nial telephones
and auviomatic teletypewriter techniques have bean increasingly
appiied. HMisro-wave radio relay cireulte have been introduced, 1zy

Yn Bast Austria the telephons wire system has
bean undergoing & change from marual to dial coperation. Construetion
of coarlsl cable in Western Austria has recemtly been started and is
te be or has been exbended into Hast Auetria., The Austrian govermment
aopes to be able to introduce long~distance dialing when these ccaxial
facilities are completed. The number of teletypawriters in the tele-
graph gysbem have been incre‘:asing,l%/ In East Germany, the main
amphasis as to wire facilltiss has been the restoration of the facllitien
confiscated by the Soviet Undon mentioned previously and the expansion
of pre-war plant. Part of the restoration has involvad the intro-
duction of micro-wave raiio links into the basic wire line system.
The use of the teleityvpewriter has been 1ncrea.si.ng°126/ In Poland thers
nas been extensive reconstruction of wire facilities and an expansion
of what was avallaple prior to the war. Progress in the integraticn
of the wire facilities with the radioc continued during the post war
period. 127/ In Hungary, post war reconstruction has restored, ex-
panded, and nodernized the prewsr svatenm. New installations include
four international carrier fraguency cables, automatic telsphone
axchanges in major cities, oxtension of lines into villages and towns,

B3
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and the construction of additional underground cables. 128/ In
Rumania, reconstruction and new construction of wire line facilities
has been taking place since the end of the war, varticularly in and
around Ploesti and Bucharest, Some facilities have been dispersed
as a securily measures Additional crosscountry llnes are being
installed by Soviet military personnel. Private telephones are bei
teken over for use by the government and military as necessary. yg?g

One common development in the post war era in
the European Orbit countries has been the wire diffusion techniguer
The growth and extent of this Kremlin pattern is shoun in Appendix J.

. b, Radio Facilliies

In the Soviet Union the employment of the radio’
resource sinece the end of World War II has increased interms of the
number of transmitters, the power of transmitiers, thelr uses, and
their service area. . -

in the Soviet basiec system the number of radio
stations was reported as 1,389 in 1941 and as 1,492,in 1951, Sut
these flgures do not include a considerable nuriber of lower-powered
radio statlons serving communities which have 1o other mesns of
repid communicaticns. One Soviet report states that during the 1947
slections some L,750 radio stations were in operation, 1,500 of which
nad bean newly rehabilitated. It is not known to that extent if any
radio stations had been "borrowed" from other services for those
alection purposes.

One development of great strstegic signiflcance
is the pessible Soviet employment of the micro-wave technique, No
golid evidence exists of the actusl employment of micro-wave radio
systems as an extension of, as a supvlement to.or as a raplacement
for either the wire or radio (below 30,000 kilocycles) media in the

basic system, As indicated later, however, micro-wave radio equipe

ment has been in production for several vears.

Such a reality wowid have profound

implications Lor electromagnetic warfara, communication securiity, the
supply of long distance radio channels below 30,000 kilocycles, and
the economics of Soviet basic rapid communications. .

The number and power of Soviet mass aural radio-
broadcasting stations have both inecreased since the war, though the
number of stations; in spite of the powers employed, seemingly are
wholly inadequate to furpieh a serviceable radio transmission base
for so large a country. Part of this deficlency l& apparently being
met by resort to the use of the wire line through the raplid build
up of wire diffusion loudspesker networks, .

Specifica on the trends in powor of other Soviet
radio transmitters are fragmentary. This is particularly true of
stations in the basic system where higher power is likely to be
smployed %o cover long distances reliably and consistently. As to
ness aural broadcasting transmiiting stations, Appendix E shows the
vower of each of the transmitters employed in the mors important
stations of that service. The new Soviet Five-Year Plan (1951.1955)
ineludes the statement "....to considerably increase the power

Sl
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of brosdeasting stations.®™ 132/ The Appendix lists one S00ekd lowa: &
transnitter employed in the MWoscow aren. Seversl transnitters of
power in exeess of 500 kilowatts have been reported. One of theso
is known as "Goliath.® This was a German transultier used during
the war for subtmarine commnications. It was orlginally rated at
1,000 kilowatts and velieved to operate betwsen 15 and 60 kilogycl st
Tt 13 now thought to be in use for submarine cozmnunicati’cnsaw

) Tt musgt be assumed, oven in the abaence of
conerete evidence that the Soviet Union has been proceeding on the
developmant and uge of strategically important techniques develop:d
during and since World War II. Some of these vear meubtion. The -
new Five-Year Plan (1951-1955) alludes to frequencies above 30,000
Ifleeycles the use of whish could have importanse ag to dependencs
on frequencies below that figure in the statementf.,..To dewelop
the work as regards the inccorporation of ulbtea=short wave broade
casting and of the vadio relay network..." This statement doss not
specifically include the use of such frequencies for airecraflb
conmunication and radionavigation, but %he general techology 1s
applicable for thesa purpcsesu%y Another revelation of strategic
importance is the accumlisting evidence on the Soviet development
of @ low frequency radio navigation sysiem similar to Loran uged
by the US today, which may service both aviation and shi.ppingp}élf

‘ The fact that some use bas been made of Fif
radio and that television stations now operate in st least three
cities indicates a beginning in the use of very high frequansies
(VHF) . icreovers it is known that the Soviets have at their disposal
decimeter squipment dewveloped by the Germans. It is believed the'
VIF type of equip.ent is now being used in aeropavtical communicasions
to some extent. It is believed that the Soviet Unlon is now engejerl
in an active progran to provide its awmed forges with radlo and
radar-jsaning facilities. Although there exists a dearth of defionil e
intellipgence in this field, the Soviels have beex afforded anple
opportunity to become acguainted with Gexman jamming and antlejamaing
oquipnent and techniques. . :

denbion has been made previously of the improvos
nent in engineering design. A lively imterasst in the wery low fraguencies
fop shere stations to be used in naval service 1z evident. Recelwe s
ave available down to 12 kilogyeles and transmitters down to at load
1% kilocyeles are also availabley This could provide the Soviet
impyoved frequsncy flexibiliv

Te 1s oo gocd evidence of tneir current use of’ frequanies
below 15 kilocyeles,

A trend to the use of the frequencies agbove 27
megacycles for short-range tectical communicaticns slnce World Ve T
1a wvery appareit. This would relieve the congestion of the lawer
frequenciss as well as increasing Soviel security for tactical LyafTies
Equipment is now being widely intyoduced in the 100150 Mes bard to
supplement their 2732 Mes and possibly obher VHF band equipment.
The desimeter equipment could be appliad to shipboard use, hbul
no such application has been detected. The use of infra-red would
aleo provide similar reliief to ithe lower frequencies.
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Tss of secure high-spead communications such as the
German Mayine "Kurier® at frequencies bolow 30 megacycles should be
no suyprise. We have no evidsnce of such Soviet usage, although our
current probability of Tinding out about Seviet work on such equip-
mant or uss of such techniques is almost zero.

Mare detalled discussion of these matters may be found
in ONI Serial F=28-3.

Radio equipmsnt manufactured since World War II is very
definitely not crude. Two of the newer radios widely used in the
Soviet Army are the RBY=1 and the A=TwA, These two pieces of equipment
show some design sophistication and the quality of components is far
superior to that of radios produced prior to 1945, 138/

The chief trends in the radio field in Communist China
bave been to restore the faeilities destrpyed, sabotagsd, or stolen up
$o the beginning of the Communist regime in 1949 and to expand the
bagie rapid cammeications system of the country in coverage and
capatity. China's rapid communications? problem has been somewhat
aimilar to that of the Soviet Union, The vsst inland areas of Chins,
1iks those of central and northern Siberia, have been without adequate
wire Line facilities. In both cased relief has been sought in radio.

For point-toepoint basic service the mmber of China's
radio stations rose from 50 in 1947 to some 328 in 1952, aeronautical
stations stood at 5L in 19L9, and radicbboadcesting stations roge from
6k in 1Sh6 to 99 in 1952, Data on transmitters in other services are
100 sketeohy to devalop trends. The reported interest in s Hogcow 4o
Pelcing micro-wave redio system 1s coversd on page 1 of Sec. 4.F,1;b,

139/ WY

is the Furopesn Urbit countries are generally webbed
with wire line facilities the need for radic seems to be centered
arcund the moblle services, the mass aural radiobroadcasting services, the
international services bsyond reach of wire lines and submarine cables,
and the jamming “service". In the post World var II period, radio
farilities like the wire network were rs-established, rebuilt, and
expanded, Ths power of the prineipal radicbroadeasting stations has
genarally been increased. Wew powerful radicbroadcasting stations
have been constructed in Ezst Germany and the powers of some aré progress-
ively being increased. With the great tecimological and productive
competencs of Fast Germeny, Czeschoslovakia and Hungary, it is natural
" that for their own use, as well as for the Soviet Union and other
Satellites, modsrs techniques such as micro-wave radio relasys
{operating above 30,000 kilocycles) have been applied. Since this
whole area confronts the Western World and tius becomes the firsb
iirs of defense in depth as well as A vital industrialized area %o
the Soviet Unfion itself, the Soviet Union can searcely afford to
neglest at least the strategically important compoments of the
raplid communicaticns resources of the ares.
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In Albania the principal radio development of recomrd
is the eonstruction of a 50 kilowatt mass aural radlobroadcesting
station for Tirana, In Bulparia there is reported a new, important
radio station or center new Grigorevo village, spproximately 26
kilometars east of Sofis. It is saild to have been build in 1952
under the direction of Soviet specislists and 1o be for both
eivillan and military use. 3._11__1/ An additional high frequency trans-
mitier is under construction at Varna (Stalin) which is reportedly
intended for rdadiobroadcasting. 143/ The introduction of radio
conmunication between trains in supmentation of the extensive use
of radio in comnection with the operation of Bulgarien railroads has
beenreported, In CZeghoslovakia several new broadeasting transmitters
have been built, FM broadeasting end television are under experimente
ation, In East Ce¥meny more money is allocated, under Soviet direction,
for "the éxpearsion ana improvenent of radic facilitles than for wire
facilities. Since the end of World War II, East Cermany has added
geveral standard AM comuercial transmitters for civil use. In addition,
aszveral meteorological, broadcasting, and experimenial ultra-short wave
stations hake been constructed. FM broadcasting is in use on a trial
basis,  Micrd-wave Fadio 1ifiks have heen introduced into the basie
systemo M/ Ti PoTend the Tirst télevision station was opened in
Jarmgry 6f this year.

¢o racllities Raesources in Reserve.

0Of importance in any full appraisal of Soviet slectro~
magnetic varfare capabilities 1s.z knowledes of its resources in
regerve, Unfortunately data ie not avallsble upon which to estimate
the nature and magnitude of such reserve if one exists. These reserves,
if they exist at all, could fall into four principal catapories., Firat
mipght be the redio transmitters warshoused for future assipnment and
those 4in the "ready” reserve wired up and ready to operate if, as, and
when needed. Second might be the radic transmitters whilch are being used
for legitimate service now vhich are backed up by wire,line which in
tarn could handle the traffic. Third might bo those radio transmitibra
vhioh ars wou handling dummy traffic to keep the facilitles and personnsl
axerelesed and peorliaps t& deceive the studert of Soviet eqmwmnications.
Fourth night be thoge radio tFandmitters which are now handling decepilon
traffie to decelve the cutside world., This is pure speculation but the
rzalitios of Soviet capabilities In the fisld of strategie deception
gaggests caution in this ares. R

2. Over the Noxt Two Yearg.

Ueneral

The irends in the Soviet Orbit radio and wire come
municatlons profile over the next two years may be viewsd from two
stendpoints. One of 1% 3se is the deployment and employment of the
plant in being. The other iz the deployment and employment of new
production., Thess are treated separately, but the changing shape of -
the profile during the next two years mist necessarily be related to
equipment production performance during the past few years and pere
haps during the next yeaw in order to arrive at an aooropriste -
estimate of the profile to exist in 1954, The tims lag between pro-
duction and actusl use makes this necessary,

=57
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&. Deployment and Employment of the Plant in Being.

Seme clues to this projection mey be gotten from
cubsestion 1o Others may be gotten from Orbit plans for the
immedists fature. : o

The communications elements in the new Soviet Pive-Yaar
Plan (1991-1955) gave an indication of the direction of developmente
that nlght be expected over the noxt two years. Electric power 1z to be
made availsble to towns and districts by the construction of small and
medium power stations, hesides the construction of big stations. The
sale of radio receivers and televigions sets is to increase. The power
of radiobroadcasting stations is to cohtinue to increase and radie
frequencies above 30,000 kilocyeles jor broadcasting and radio relay
networks are to be used. A recent study of the produetion indusivy,
particolarly as indicated by electron tubs produciion shows only a
normal rate of incresse in recelving tubes. However, a rapid develop-
ment program and concerted effort is being exerted on tubes for special
purposss, primerily militarye The estimated increase in production for
“he entire Sovict Bloe tibe industry after 1951 is now believed to be
ek’ prester then the probable capacity reported early 4n 1952 with a
total estimated ontput for 1955 how predicted to bs nesrly three=fold
the eurrent 1953 estimates. 1hl/ The capacity of telephons exchanges in
vities (and presumably industrial compleres) will progressively
inorease. 1135/ The Plan is silent on equipment inputs for militery and
other etrateric purposes. Lt is believed, howsver, that long-ranges
rrdionevigation aids, long-range guided missile radio control facilitles,
longerange radiocorsmunications facilities for the Red Air Force and the
%ed Fleet enjoy a hipgh prlority. It is also belisved that increasing
quantities of various typea of wirve 1line and micro-wave radio equipment
w411 be instolled to increase the capscity of existing basic plant and
to incresse he peographical coverage of these medla to eomplement ox
veplace the uss of radio,

The charactsr of the Soviel mass aural radicbroadsasting
rneepiion base is changing vapidly. Though loudspeaker reception had
heen in vogue in the USSR before Wordd War IX, principally in the
larger cities, the extension of wire diffusion loudspeaker netuorks
snto the smaller ocities and viliages, begun after the war, ia proceeding
ab # repid raie as shown in Appendix Jo

Semmurist China’s Five-Year Plan (1953=1957) for the
rpar 1953, the only year for which informetion is o vailable, states
that the expenditure for transpor’ snd communicatlons will go up gbout
6% percent over 1952, This mesns that only some 4 million dollavs is
%o e expended for communications in lS’SBo This 18 a very low fipure
for the state of Ching's commmications plani, its transport facilities,
and the preat size of the country, No details are given as to whal this
expendiiure willensompass.. 2‘%/ While it may be expected that China
will attenst t@ overcome 1is wire line defieiencies, construction of
guch feeliities takes time. Heneo radio facilities, which may be pro-
vided ab a mors rapld rate, will likely be inetalled at an incraasing
tempo, at least ‘es an imterim aliernative in some employmentiso

The wire diffusion loudspesker technique ls apparently
being exploited now, following the Soviet Union patiern.
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The Europesn Orbit countries, during the next two
yesrs at least, will be increasing wire line faeilities in twe ways.
Oné ‘of these will be to extend wire line service to those more remote
points which heretofora have riot had such service. The other will
be to tonilnue to increases the capacity of the existing telephone
and telegraph facilities which already exist, This will be done
principelly by the use of multi-conducior-cable, coaxial cebls, micro-
wove yadio links, and chonnel rmultiplying equipments. Telephone
dialing instrumentation will probably contime to be installed in
replacement for manugl systems, Several of the countries are conaider=
ing plans for the introduction of automatic switching for long=distance
telephone calls, The contimuing construction of wire diffusions
networks in all European Orbit countries will be the prinecipal means
for inersasing the reception base for the domesmtic mess aural radios
Lroadeasidng gservice.

While the main emchasis can be expected tc be placed
on the expansion of wire line facilities, some increase in point-to-
point, coastel, aeronautical, and meteorological radio stations ia
prebeble., These countries are constructing (and plan te congtruct)
a mumber of mditional redisbroadessting siations. These include both
high and low power transmitters, The majority of these will be oper-
atad in the medium frequency band, a few ave for low=frequency operation,
and & very few for highefrequency uss, Yeny of them ar- to be low=
powerad sets deslgned to amplify and relay sipnals transmitted by maln
stations. They will be located in rural arsas %o increase local
reception coverage., The more advanced countries of the Orbit are
planning both television and frequency modulation (FM) facilities
on at least a limited scals within the next few years.

55-
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II, Cspubilities of Enlsrging Elsctromagnetic Warfare

Any securate estimate of Soviet Orbit capsbilities of
eniarging electromagnetic warfare muast necessarlly be prodicated
upon knpwledge of current Soviet jaming performance. It ought to
b3 lmown smeng other things what the rumber and charscteristics of
the transmitters now smployed in that effort, their location, their
normal service enxployment if any, and the number of hours per damy
during which they ere used for jJarming or are avalleble for that
purpose. Such knowledge as is avallable is spotty, incomplete, and
somewhat conjectural. In the sbsence of such data, only raw esti~
mates can be furnished. ILikewlse, accurate estimates on the sum to=
tal of Soviet Orbit radiontransmitters in belng, under construction,

" in production, and under import from which any enlargement mst. stem
can not be g‘l.veno

Section I iz the baps upon which the appraisals structure’
in subsequent sections 1s built,

The Soviet Orbit rapid commnications proflle is a massive
orpanisn of great megnitudg, coverage, and versstility. Its tente-
¢les reach out over the 12.6 million square miles of the domestie
domain and %o the principel citiez all over the worldd. It is designed
-to ssrve the strategic needs of the Kremlin, It is an organism of
groat power and it is s0 used., Politically it serves to obtain cone
tiol and then teo retain it. Militarily it provides a means to exer-
cise command snd to contrel and utilize military wsapons. Soelslly
it enchances cohssion. Economically it facllitatss control and
sccelorates the production and distribution of goods and ssrvices.

The key consideration in the elsciromagnetic warfare uss
of radio is the factthatradio below 30,000 kilocycles dees not ene
Joy monopoly as a madium of r apld commnications for all purposes,
nor is it indispsnsable in every case where 1t is nomopolistic,
Stratsgic planning, systems of prioritles, and alternative mesnsof-
for elmost limitless possibilities to the Kremlin for the de-utiliza~
tlon of radio below 30,000 kilocycles, It is thess fecte which juse
t¥ify the eppreisals in subsequent sections of this repord.

These appraissls are prédiea.ted upon the following gssunpe
tionss : : '

8. That the Seviet Orbit cannot do all things &t any given instant
of time,

bo That the Kremlin enjoys cohesive con’;rol of the whole Orbit domain.

¢o That, in EKremlin sirategies, the end always justifles the meanss

&o Tha‘i. the Kremlin would not hesitate to violate intmsﬁ&\al agres=
ments on the employment of redio, if it gerved its purposes te
“aialata themo

€o That Kremlin strategic plamning and setion always censiders counter
planning and counter action (rataliatd.on includsd) .

£, That convendence of the individual must yleld to the convenience of
the State.

go That cmmuﬁ.catic_m‘ securdity 18 a2 componeht of security of the Stale.

ho That the Kremlin must depend upon rapid commnication means for the
axarcise of control.

io. That stea&y suppliea of intelligence sre indispenssble to Kremlin
stratagle planning and actions

o=
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A, Strategic Costs

1. Diversion of Resources t¢_Produstion
Warfare Equipment

Information on produ~tion and industry expansion available
4% of L Jamuary 1953 has heen analysed simowing that the increase im
production of receiving tubes is abhout as previously estimated, but
that the produstion of spesial or other tubs types is nearly twice ths
originally estimeted amount. This indicates a rapid development program
and soncerted effort is belng exerted on tubes for special purpeses.

The slectronics sector of the industry in the Soviet
Blee furalishes equipment for the armsd forees, %the civil coumunications
netvork, and civilian radio and television sets. Military equipment
is given the highest priority, with communications eguivment saccend,
and equipment for consumers a poor third.

Po {1lustrate the cost of a program to be used by the
Orbit in jamming operations, it is necessary to make a mm&mw of sszunptlions
and estimntes.

It is estimeted that the present jamming operation against
the Voiece of Americs program utilizes 880 jJaming trensmitters. If an
8ll out jamming operation was started, i1 probably weuld be at leaat
double the pressmt operation and, for round numbers; might use 1000
additional transmitters, of, say, 10 lar power ontipube

The sost of these tranemitters in the USA might vory over:
& sonelderable range from $35,000 for a high quallity broadcast unit to 2
simple industrial high frequency genmerators of 20 kw for $7,300, both
capable of sgeamplishing the purpose of jamming.

A stamdard @omuaj.@at,im type volcs transmitter of 10
kw would be entirsly sufficient for jarming operations and ite estimaled
cost in US dollzars would be $22,000. This transmitier of 10 kw pewer
will bo used for a typieal jamming operation imput amalyels.

: Suppese that 1000 of the 10 kw tranmitbers were

in ono year, at the cost of $22,000,000 , This cost would, of course, very
with the powsy of the transmitters. Using this figwre of $22,000,000
and eomparing it with theo total production value of the ela@tomui@
industry of the Orbii which is eatimated to be $750,000,000 for 1952,
the jemming transmitter segment would be about 3% of the totsl industry.

.. The 1932 produstion »f power {ubes of tha types that would
be used in these tranamiiters wers produced for exdsting noeds in amounts
sufficient to £ill this requimment. The additional raquirement for
opeyation and spares would probably be mst by insignificant expansion
of tube plant facilities. If this Cranomitter program was extsnded to
cover two years instead of one year, the cost would then oniy be 1 /2%
of the estimatod total electronic industry.

The cost of antenna systems would depend entirely on the
types used, and 2hess could vary from & simple curtain type to slaborate

oulti-tower dnatallations, Lhua no effort iz made %o include the estimats
of this cost. N

=6l=
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It is felt that the 1 1/2% or 3% cost of the equirment
zonld be shsorbed without any seriocus displacement in the elestronis
industry . greatest cost to the national egonomy would be the
dispuption of internsl radlo sommunicabtions facilitiss that would havs
%2 be replaced with other methods of communications, such as wire line,
miero-vave, and eizmail. soncentrated jamming program by the
Urbit of external channels would be bhound to also jew same internal
shannels.

Rocent estimates indicate that ths eleclronice industry

of the Soviet Bloc is capable of providing simultanscusly & minimun

level of civilian radio and helevision equipment, an sntiroly adequate

civilian and militery ccomunicatiens network, and a large amount of

high-priority military elestronics squipment. Although the Soviet Blec

iz not sble to manufacturs unlimited quantities of all possible categoriec
- of olsetronic produsts, all ovidence mow indisates sn entirely adsgusie
. sypply of those military and essentisl squipments which the Soviets
congider important. In view of the aver-all megnitude of the Swviet Bloe
olectronies Industry, with Ats heavy concentration om military and other
speeialized items, it is believed that the imdustrial effort which would
be required for a largs scale praduction of slestromagnstic warfare
eguimment could be orovided without neticeable efford upon existing
esgentisl electronies preduction quotes. In brisf, the strateglc cost

of diverting industrial resourses to the produstion of additional slectre-
ungnetlec varfore equirment eould bs providsd without noticeable effsct
wpen msmng sasential elestronics produstion guotas.

2o D:iwmion of Banmmiwmons F’a@ﬂmm from Normal

R R e s e s S e

Ope quick method of arriving al the estimated sum total
number of existing Soviet Orbi{ tronsmitters is ¢o use the reported
number of radlie transmibter stations locatiens which are shown on the
map in Appendix B to ssteblish e minimum. Thers are some 2,300 locations
- indicated on the map. Assualng that euch location containe at least one
radic station and that each radio station contains two transmitters, cne
for working and ons as an emergewcy spare, ths minizam number of trans-
nitbors canse to some 4,600, If 4% is ascumed that the cwmergsney trans-
mitter at each of the 2,300 locations mentionsd above were devoted to
Jenming operation, it can be soen that sufficisnt squipmendt iz at hand
for a substantisl jomming effort. Obwviously many locations contain many
more than twe transmitters. Moscow, for exemple, is not only the
eammunieations fosal point of the USSR, bubt also of the uwhole Orbit.
it is estimsted thal ab Mossow thers probably are soveral hundred trans-
mitters operating in 211 of the various services covered in
this report. (Assuming simultaneous need, there are at lsast some 30
for ¢ommunications with other main USSR centaers; soms 35 for
comunication with other Orbit and non Orbit countyles; aome
27 for radiobroadeasting of wariouws kinds; untold awuubsrs for
zeoond, third, fourth, ete- cireuits with main conters whers the
lsad 4= high; and obviocusly others of significance in the asronautical,
wopitime, meteorslogical, etc.ssyrvices). Other main and mincr centers

b2=
S-E-C-B-E-T

Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2



Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2

S-B-C-R-B-L

of graduated lesser importance, numbering in the hundreds, probvebly
have transmitters numbering somewhers between the geveral hundred
figure for Moscow and the minimum figure of two. Using an average
figure of 25 transmitters in addition to the minimum two for say
200 msin and minor centers, this comes to another 5,000 units, or
a sum total of some 9,600 significant transmitters.

There are believed to be numerous conjectural means
by which the Kremlin could enlarge olectromagnetic warfare through
- diversions Only operational means are considered here. Certein
technical means, not considered appropriate in this report, are alsc
avallable.. Some of these operational means are covered in the
following paragraphs but not necessarily in the order in which they
would be invoked if available. :

a. Use of Normal Spare Emergency Tranamitters.

Though Soviet policy with respect to the
provision of spare transmitters is not known, it i3 normal practice
in most modern coutries, where continulty of service is a factor, e
provide such "fallback" facility, Pursuent to the estimate already
made that some 2,300 padio stations may have spare transmitters, it
appsars from this that a most considerable number of useful Jammers
could be derived from this source,

bo Use of Dummy Service Transmitters.

. In the strategic employment of communications,
belligerent nations over the years have sought to conceal the imminence
of an operation as reflected in surges of communication activity by
loading the channels between these surges with dummy traffic, It is
not known waether the Soviet Orbit utilizes this. procedure todey but
it must be aware of its valus, In any Sovieb compression of the use
of radio these troughs between crests or surges would tend to disappesr,
thus releasing some transmitters. .

¢, Trahsmitters Used for Practice Purposes.

It is not uncommon to give final training te
radio operators and at the same tlme keep facilities in a state of
operational readiness for any assigned mission by handling practice
traffic on live circuits, It is not knowntc what extent this training
aid is used by thd Soviet Orbit. If used, suspension of the practice
would release additional transmitters for jamming.

d» JTransmitters Handling Dsception Traffic.

Communlcation strategy includes the transmission
of traffic designed to misinform potential and real enemies, The
tachnique is an old one, undoubtedly known to the Eremlin. It ie not
known to what extent this practice is being used today, if at all, or
what if any plans the Kremlin has made for its future use, If used
today, suspension of the practice would release an unknown number-of
transmitters for jamming purposes. o

e, Strategic Spare Transmitiers.

As a safeguard against revelation to potential
enemies of the cxistence of certain strategic radio transmitters, is
‘seems likely that the Soviet Orbit would provide in readiness for
strategic use, if, as, and when necessary, considerable numbers of
transmitters which would not otherwise be used at all.

=63~
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Nothing is known of the actual existence of such transmitiers in e
Soviet Orbit, but it must be assumed, in the interest of safety, that
gome axist., If they exist and Kremlin strategy so dictated, they ‘
could be invoked to fortify a jamming campaign. :

f. Transmitters Performing Non-essential Services.

It is speculated that ons of the more prolifiec
sources of additional transmitters for jJamming operations wuld be the
reduction or suspension of noneessential wire and radio services.

This applies perticulary.to the domestic and international pointeto=
point and mass sural radiobroadcasting. ' '

(1). Domestic and _Intemationl?oinﬁ-to-point
Services. :

. The Soviet Orbit polintsto-point services
handle comsidersble quantities of so=called public correspondence,
telegrams and conversstions of the public, es private individuals.
This may e called system "slack." The percentage of slack to total
tpaffic is probably much less in a noneconsumer, non-free enterprise
economy, like the Soviet Orbit, than in true democracles, Yet is is
believed to be slgnificantly appreclable vis-a=vis alectromagnetic
warfare enlargement. It is probably not beyond the realm of Kremlin
decision to decree that such traffic is non-sssential and hence to
suspend its handling by rapid media., Probably the great bulk of such
traffic-could be diverted to air mail, regular mail, and other media
while some would eimply disappear. In the interest of communication
security it is likely that under normgl circumstances, where a choice

. of media is between wire (land and submarine) and radio, this innocuous
slack traffic would be handled by radio, wire facilities being saved
for imtelligence-containing strategie traffic. The cessation of such
traffic would directly help to release radio transmitters and at the
same time indirectly enhance the capacity of wirs facilities for such
strategic traffic as in now being handled by radio, thus pessibly
releasing additional transmitters for janming purposes.

(2), Mass Aural Ra.diobmadcasting. Service.

The tabulation in Appendix E shows a
total of known radio transmitters employed for mass aural radio-
broadcasting in the Soviet Orbit of L2l transmitters. Also shown are
the bands -in which they operate and the power categories into which
they fall, It is possible that some of these radiobroadcating transe
mitters are included in the almost 900 transmitters now thought to be
amployed in Jaming, full and part tims, Assuming, however, that none
of these radiobroadcasting transmitiers are presently operating as
jammers and that the Soviets might, . for strategic resaons, decide that
radiobroadcasting in its present foim is non-essentisl, all or most
of these radiobroadcasting tmnsmitters could be diverted to Jamming.
This extreme situation would increase the number of tranamitters that
could be diverted to jamming, by approximately fifty psrcent.

There is some evidence to suggest that
mase anral broadcasting, at least domestically, is progressively
depending less and less upon radio as the link between the studio and
the listener in the Soviet Orbit, Appendix J points up the trend in
broadeast reception, It shows that mass reception by radio is )
apparently losing ground to mass reception by wire, The wire diffusion
net, of which thers are already tens of thousands in the Orbit, is a
cloged invulnerable system offering absolute govermment control of
progran gselection, The wire diffusion exchange center from which the
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wire lines to the loudspeakers radiate is in effect a broadcasting
studio. Perty members are in charge to insure sanitation of program
content, The center not only relsys programs from broadcasting
stations but can and does originate programs, It usually conteins &
microphone and transcription equipment., Many of these centers enjoy
wire connections to the nearsst city containing radiobroadeasting
stations, Soms of the wire diffusion exchanges still haye to rely

on radioc receivers for the reception of prograns which are fed into

the lines servng the loudspeakers in the network but the areas
dependent cn radio links are decreasing. The cities and villages of
the Orbit sre resching toward the radiobroadcasting stetion cities
with wire and thesesame cities in turn are reaching out to other cities
gnd villages with wirs, The non-wire or.radio gap seemg to be closing
with wire line circuits graduslly assuming more of the distribution
function, . .

] : In the meantime the longer distance relaying
14in's, such as bstween Moscow and the other maln radicbroadeasting
conters are generally radio, though some relaying is done by wire now
and with the expscted installation of additional wive line circuits
more Lransmission of programs by wirs can be anticipated. In the
meentims, dependence on the radio link for rebrcadcasting cculd be
overcome by the transport of program transcriptions snd seript by air,
rail or other mssns, Because the Soviets can control the timeliness
of 21l news reaching the masses, the importance of this factor in the
reporting of news is not as great as in, for instance, the U. S.

Should the Kremlin decide that it were
strategically desirsble, some imcrement in jJarming transmitters or
jeming trensmitier time could be vbiained from the discontinuance of
it international radicbroadcasting service, as reflected in Appendix
0o As it is likely that aome of the transmitters tebulated in Appendiz
£ are employed in the internatfional brevadeasting service, it is not
thought any great increment could ne derived from the sugpension of
thia garvice, :

(3). others.

) As for other services there seems little
"Yikelihood that any spprecisblie sources of additional transmitters eculd
be obiained from other services, Some of these ssrvices employ large
quantities of transmitters but the powers arc probaebly low, such as uhe
1snd-mobile services, In soms othér services, the functicons they perform
ara thought to bz too vitel to suspend. These inzlude the aeronautical
and maritime mobile services, The tabulation in Appendix C shows that
the Soviet Orbit operates 2Le intermational radio circuits., Some 74
of these redio circuits are botween Orbit countries, and the remaining
168 radio circuiis are with ron=0rbit countries, Whlle probably
several hundred additional transmitters of considerable power might be

. derived from this service, thore is grave question as to whether it
would be strategicelly sound for the Kremlin to forago any of this
gervicg, Within the Orbit they are probably necessary to back up wire
command eircuits, Externally they seem indispensable to maintain
commercial, diplomatic, and intelligence llgison. for the prosecution
of Soviet aggressive foreign pollicy and Communist operative activities,
However, foreign reaction to my aggravated cold war tectles on the
part of the Kremlin could resnlt in foreign suspenslon of Soviet Orbit
circuits, thus raleasing Orbi¢ transmitiers for jamming uses. '

b

Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2



-t

Approved For Release 2094@@&;,@5&0%2501osomoosooozobss-z

go Transmitters Employsd Only Part Time in Essential
Services. .

Not all transmitters in sll services are used on
& full time basis around the clotk., In fact it seems probable that
most transmitters are no% so used., But transmitters assigned to
circuits where readiness-to-service is & vital factor, rether than
steady traffic volume, should be eliminated from that large group.
Included in these ars strategic command services, military, aero-
nautical, and maritime conmunication services and radionavigation
and radio control eervices, Of the estimated large remainder, among
shich ars the hundreds of lightly loaded point-to-point, meteorol-
ogical, and other services, many hours of jamming service availability
seen evident,

h. Transmitters Conducting Services Which Can Be Shifted
4o Other Medla,

The principal alternate rapid media for point-te-
point service are the wire line and micro-wave radio. The map in
Appendix B shows the areas in which there is some wire line availe

"sbility. No data are available on the existence of micro-wave radio.

In the wire line areas, when radio is used &lso for point<to-point
service, traffic could be shifted to wirs fagilities, thus releasing
significan® numbers of {transmitters for jamming purposes.

i, Transmitiers Released by Acceptanca of Delayed Servise.

Acoeptance of delayed service can contribute to the
availability of transmitiers for jaming service. Under conditions
where delayed service policies can be tolerated, the traffic load is
adjusted to the facility, rather than the facility being adjusted to
the traffic load, Minimization in use of facilities is thus achievable.
There ore &t least three methods by which to do this.

(1) Reduction in the Number of Direct Circuits,

This method is best described by illustration.
If the 30 zssumed main communications cities of the Soviet Union in
Pables 1 and 2 section L-=A=l-g={1)}, which shows the highest number of
frequency assignments, each communicate with each other in both
directicns all at the same tims, the number of transmilters involved
i8 30 x 29 or 870 transmitters. If the service can tolerate delays,
traffic relaying can be invoked, thus reducing the number of cities
involved in joint inter-communication. If the number of cities is
reduced by half, to 15, then the number of transmitters involved under
the same conditioms would be 15 x 1l or 210, a reduction in tramsmitters
of about 75 percent. While this piles up traffic at the fewer centers,
the procedure under (i) is applieds

(2). Invecation of Priorities in Traffic Handling.

There is evidence that the Soviet Orbit now
bases tariffs upon priority of service classifications. Under strategie
necessity, the relative classifications might be retained but the over-
21l speed of service from origin to destination for all classes might
be appreciably reducad., New priority classifications to cover various
classes of gevermmentsl strategic traffic could be invoked, if they do
not elready prevail, ’

(3). Flattening Out of 2h-Hour Traffic Load Curve.

Canbined with the other elements in this subsection,
leveling off of the load curve so that channels of comgunication are kept
loaded to capacity over the 2h-hour day, and deliberate procedures for
feeding traffic into the system around the c¢lock, maximize circuid
efficiency and thus help to reduce %ransmitter requirements. No estimate
can be given as to the number that can be released for jamming migsions
by the application or further application of thess methode.

b6
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Jo Increase in 3peed anifor Capacity of Residual Facilities.

The number of required service transmitters can be reduced
by increasing the speed at wnich they trensmit telegraphic traffic, However,
thec: are operational, technical, and propagational limits to which this can
be done, The capacity of a transmitter can also be increagsed by increasing
the nuamber of telegraph ani telephone channels served Dy a single transmitter,
fhe sase Limitations apply as those of increased speed. It is not known to
whe’ extent Soviet Orbit truansmitters are operating maximally in these raapectsu
1% aeems safe to assume that the Soviet Orbit ias capable of squeezing out
2iditional capacity from many of ite transmitters.

k., Reduetion of Servica,

To squeegse out additional $ransmitters for jamming purposes
i% is probadle that the scope sndfor depth of almost all radio services could
bz reduced in one way or another, The amount of reduction achieved would
odviously very with the strategic or economic importance of the service
carvently being rendered. Reduction 1s an alternative to elimination of &
gervice altogither and offers a wide range of qualitative and quantitative
cacices. This method is involved in some of the methods previously described,
bat here it st-esses & specific approach waich should be fruitful if broadly
soptied to all uses of radio in great detall. Unier critical conditions,
it is usuilly found thut what is thought to be essential or necessary radlo
sarvice can be dispensed with or greatly reduced with 1ittle or no adverse
effects, Significant numbers of additional part time or full time trans=—
mitters may be made avsllable for jamming from this source.

-1. Reduction in the Number of Transmitters at Locations
Conductins & Variety of Radio Services,

locations conducting a number of different radio services
may have assigned one or more individual tranamitters to each service con-
daucted, Thie practics is not always necessary where the services performed
&re not continuous or where readinese-to-serve is not & prime factor, For
etample, if a meteorolugical radio station is equipped with a transmitter
far the collection andjfor dissemination of weather data and the station
i4self is also & unit iy the besic communications system, for which it has
s second trunsmitter it is possible that one transmitter could perform both
garvices,; Normally weather report transmisasions are periodic and basic
communications system traffic at many isolated weather stations locations
is relatively light. Under such circumstances it is posaible that a single
trangmitter would suffice. This technique might be a likely source of
aiditional jammer transmitters.

m, Scheduling of Residual Radio Services.

It is possible that in some radio services which must
bs conducted under all or nearly all conditions and circumstances that the
a»rvice can be scheduled as to time, geopraphic area, frequency band, andfor
transmitter sssignment., These elements might be brought into schedule singly
or in combination to arrive at a plan of operstion which would produce an
optimum availubility product of tranemitters, time, area and frequency band
for jemming operationa,

The emumerations (a) through (m) in the foregolng give a
number of possible methois by which capability of enlargzement of electromagnetic
wirfare might be achleved, S5ince it is not known to what extent these methods
ase now employed to achieve currert jamminz performance, no quantitative esti-
matz can be hagzarded on the increrent that could be derived therefrom, loWever,
if the methols are conasiilered in their entirety, it is believed that full and
thorough exploitation of them would apprecisbly enlarge present capabilities.

The strategic cost of utilizing these diversionary capabili=
tiez is thought to vary exponentially with the extent of their utilization,
Phi; is believed to be true because rapii comuunications are fundamentally
m2ang for accelerating human action ani accelerated human #ction in turn
inposes demands for additional accelerating means.
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3. Diversion of Menpower

Hith respect to the enlargement of eloctromagnatic
werfare, the diversion of manpowsr falls into twe broad cateporises
Diversions from existing radio services and diversions from othey
sources 1o men new facilities.

I% 15 estimated that the strategic cost of diversions
from axisting radio services would be relatively inconsequemtial. It
appears thet the prineipal need for sdditional mappower Lo snlargs the
Jemming offort would be for additionnl radio monitor operations,
transmitter attendance, and Jemming network comtrol operations, Ih
would seem that most of these requirerents could be met by those
roleased through curtailment of legitinate radic service operations.
However, from the standpoist of the whole manpower supply, some
additional manpower would be consumed directly and indirectly in
consequence of curtslled rapid communications £erTieesa

The construction,. installation, operation, and
vRintananee of not Sonming. fooiataden e Glitotly oabail W CODEVEDe
tion of additionzl supplics of trained nanpowers

ko  Muximgs Utilization of Present Gapsbilites Over

tha Next Two Yoars. oo

The strateric cost of maximum utilization of present
capabilities (as developed in section 2} -over the next two years
are considered to be almost intolerable. If on the other hand
new jamming faclilities wore manufactured (as mentisned in section
1) and the tnused facilities such as emergensy  transmitters were
utilized 1o the extent needed for effcetive jerming at external
communications systems it is quite possible that the overall
stratesic cest would not be intolerable, and well within the
capabilities of the Soviet Orbit. It 1s true that to provide
material and manpower for new censtruction sone diversion of
resources would be regquired, but it is thought that this could
be obiained from the less eritical proframs. This is believed
to be sowithout consideration ef the potential effects of
retaliatory jamming.

One of the prime objectives of the Kremlin is given a3
the rapld expansisn of the styatepie power (both economic and milﬁ.fary}
of the Soviet Orbit, It seeks toachieve that expansion &t an scceleorate
iny rate, id commnication, an accelerating rescurse itaelf, nwst
precede and keep pase with thiz expansicn. Any modern economy becsmss
of the complexity and interdependence of the varfous activities of ths
nation dees have sdequats facilities Cor rapid communication. In the
Soviet Orbit whers control has bser centralized to an extremsly high
degrea =ud whers esonomic and military activity is digpsrsed owsr a2
huge peopgraphical area, rapid and sure communications are necesgary and
esgential, In the case of the USSR iteglf, in which the propondemsnce
of new sxpansion 1s taking place east of the Urals whare rapid )
comnanications facilities are scarce ( particularly landiines) thers ig
HPtle doubt that lnoresses in thess facilities will inevitably comtime.
Henoe it would seem that the Soviet Orbit would need to davelop more and
more of these resources rather than to consider any significont
curtatinent thoredn.

(583w

ddertommil fn']

Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2



Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2

Sefeleit

e owm et etz Moy WD

there there is a cholce of mediz the Kremlin can faver
wire over redlo, or physical media over both, There is grave question,
however, whether the Orbit, at least in those huge areas where rapld
commmnications rescurces are relatively undeve®~ped, could afford the
luxury of doing anything iteelf that would -diminish or tend to dimimish,
for the next two years at leasbt, the rate at vhich it aseks to secalerate
the growth of strategic power, Nor does 1t seem likely, for the sams
reasons, that the Orbit would cherish the potential retardationsl efiects
of reteliatory jemning upon that rate.

Maxirum viiligation could impair the politically
cohesive and control bonefits of domestic mass aural radicbroade
casting, theaspitative and propagandistic potency of international
mass @urel snd press radicbrosdcasting, the efficiency of economic
. performsnce, the culturel and social gatisfactions of the peopls
' derived .through and from rapld communications services, and the
strategic and tactical contributions of radio ssrvices for the
exoroiss of military command and the effective deployment and use of
military wespons. y .

S, Incressing Present Capsbilitles over Next
Tio_Yeors. T

On the basis of the post=World Wer II rate of growth
of rapid cormunications facilities In the Soviet Orbit and of the
productdon and importation of the means for providing those facilities,
1% seems clear that the Soviet Orbit couldimarkedly increase its
eloctromagnetic warfars capability, The amount of increase would of
courgse dirsctly depend upon Kremiin intentions with respect to Jamming.
If future jamming potemtisal dominetes production planning and rapid
communications systematization in such wise as to diminish dependenece
sn radio balow 30,000 kilocycles, the increment in capebility could bs
large, The use of wire, and radio above 30,000 kilocycles in all
feasible aoplications, as well as snlargement and improvement of
rapld physical transport, wonld sceomplish this.

‘But sven without any Kremlin intentlons to enlemgs
jamming capsbilitise as such, the pgrowth of radie facilitles to

support all other plans and intentions would automatically yleld am
incresse in oapablliity.

Qe
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B.  Militerwy Gomta

1o Riversion of militarv resources %o production of eleckre-
magnebic. varfare squinnant . |

P there should be a policy deeision to enlarge the scope of
offennive elestromagnetic warfare, the decision would be military as well
ae politieal, There would, then, be no question of diverting military re-
souwrces, but rather of re-aliocating squipment supplies.

Thers have bosn reported shorteges of eriticel materisls in
the electronics industry, and the continued import of certain eritical male-
risis {zequired from Western sowrces covertly < through trensshipments) in-
diestea the possibilities of low inveabories or zn effort Yo stockpile, How=
ever, the dow yaute of eutont of transmitiers and transmitiing tubas, partic-
wlarly in Fest Gormsuy, 15 at least partially dus to lsek of demend, I% is
balieved that producticn of hishe-powsr transmitters undey 30 megacyclss could
Be ingressed sipnifisantly witheut diverting large amounts of eoriticel re-
gourcas, The raquirements placed upon the alectronice industry in & state of
asnlarged sloctromsgnetic wariere would be fully commensurate with the eap-—
aeity of the industry to sustain ineressed produstion, '

2. Digsraton of Militery Commupieation Facllities From Normed
farvice to Elestromagnatic Warfare Sarvies

¥rom the weager infermation swallable, it appsars ¢hat the basie
copmraications nedwork within the USSR offers welatively 1ittls cushion, and
from this it mishi be postulated thet the wilitary networke offer little oxesss
capacity. If this de trus, diversion of military cumunications facilities from
normal service to slectromagnatic warfare might eliminete availablie cushion and
regues nesded eapacity. .

3. Biyzrelon.ef Yanoowar o

Military persomsl presontly engeged in communicstions could, ewd
probably would, be used to condust elsciromagnatie soumbtermeasures {ECM). The
mere osbvious tyves of jamming could be comdusted with 1itile or no edditional
treining, whorsas complex types would require commensurate training.

‘ 1% is believed that the secle of elwetracmagnetis warfare could

be geantly incresssd without significant diversion of mampower used in the pro-
duction facilities of sleatroniec equimment. A largs ragerve of tralned nmme
power can ab any tiws bs diveried fyom producdticn of eivilian bwrosdeast recsivers.
talevision resoivérs and other non-eriticel eud=products to whetever pricrity
tagka confront the industry. Thers is little doudl that, within & relatively
short time, the electronics industry 1teclf con affeet the necegsary renlloce~
tiom of laber, wibthoul affacling other industries ¢r tapping militery manpowery
TESOUrEss,, '

- 4o Nilitery cosb.of .curzent effoph
o Vs

The miiitary cost cwrently camnct be distinguishad from tae
fekal cosle i 7 )
The preduntion cost of this offart may ba eonsidered wilitery
o nosuilitery, depending upon interpretetion amd effect, It 32 known that
weab ey Satellite electronise mamufactwrera produce dominaatly for militery
vurpozes snd in saversl ceses wp to 30 per cent of such outrut is destinsd
fone €he USSH, The. sparsity of jaformation on all slectroniecs produshion uses
£ud in elsotrovapnedie warfare procludes an estinmmte of thad vortion whish msy
ke considered sirictly militavy,
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5, Maxdmum w.ilization of present canabilities [over nemt fwa vearsi

Maximum atil.{zation of present cepabilifies over the next
yoars would place a minc» additional sirain on the production farilities that
guppart the jemming effor:, Maximum utilization of exieting fueilitiaes woald
be rofiected in a keightcred demand for replacemsnt tubss, The eleetron fube
industry 3s believed capa:le of meating this demand; indeed, there ars sarraral
sxamplas of production typs shift and induced specd-ups to turn oub tubs typss
in criticel shortsge, Housver, the military cost of maximum utilisation of 2ll
piant £s not readily assesvable, ’

6, Ingressing pr:pent capeRilities (over next two vesrm)

The history of the Soviet electronics industry since 1941 hus
boen ope of sontinwous expansion = of plant, personnsl, and productiom. hal
this expansior 1s contimuing spacs is evidenced by tho cwrrent developme.l of
the electron uba industry, The lewel of output of tubss is the key to :msasur-
ing the capability of the elestronics industry. In ths tube industry of the
458K five new plants are repocted to be in process of construstien et the pre-

sent time, Tt is moat logics’ to essume & corresponding expansion of ths depemd- -

ant olsstronins aspembly and ocmponents perts indusiry,

While the avaliabls evidence does not pormit the determination
af where emphasis is boing placed in the development of additionsl pleat, it
is cortainly reasonable to sxpeet that the raguiremenis of an eleotromegnstis
warfare program are waell in the fare. Wa ean anticipate thet ths industyy will
be geersd &o pupport the conatantly increasing capability of the Jaming 2ot
G’Wkaa

Tl
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1171, Vulnérab* 3 d P le ©ffe of Retaliation Upon Orbit
omminieation: rationg. _

In this report vulnerability does not refer to the susceptibility
of Soviet Orbit radio eireuits to the direct technical effects of
radio propagation generated by retaliatory electromsgnetic varfare
operations. Those effects are treated in other reports, For the
purposes of this report vulnerability is defined as the susceptibility
of. the Sovist Orbit to disruptions 4in the exercise of the sum total
activities of the state im all of its ramifications, in so far as that
susceptibility is conditioned by rapid communications, Here the key
to an asazssment of vulnerability is the measurement of the astrategic
easantiality of Soviet Orbit radio services for that purpose, In thiz
report the "probable effects of retsliation” encompasses an ssssssment
of the harm that retaliation ean iInfliet upon those inastrmmentalities,
agsuming that retsliatory electromapnetic warfare ise ffective, :

A, Vylpersbi es.

The degree of essentiality of the contribution that a rapid
aomnunication resource makes to the sum total activities of the state
in all its ramification is considered to ba the measure of vulnerability
of that rescurce, Where there is no essentiality, there 1s no vulner-
ability, To avoid delving into abstraction, it is necessary to limit
consideratiocn here to stratepic essentialities, Whers essentiality is
strafegic, the vulnerability is coneomitantly strategic, Ssetion I zives
some clues as to the strategic essentialities of rapld communications in terms
of surmised service performed, Rapid communications chonnels may be classi=
fied according to the strategie essentislity of the service they contribute.
These are command channels, intelligence channels, operational chamnels, and
support channels. To assess vulnerabilities, it is negeasary to examire
the existing eapabilities of the Soviet Orbit rapid commmications proiils
to supply the four classes of funetional channels mentioned.

1o  Command Channels.

Command channsls are those channels required for the
exercise of sunreme authority and econtrol, Their lack of availability
may jeopardize the safety and security of the Soviet Orbit or a portion
thereof. All sepments of the Soviet Orbit hierarchy are assumed to
require the use of such channels, Politically thew are vital to conirgl
and cohesion of the masses of peoples and for the execution of domestic
and foreign policy. Feonomically they are indispenssble to centralizec
economic control of production and distribution. Militerily. they are
vital to the exercise of air, sea, and land powsr, Such channals are
likely to emanate from the headquarters eity of the country and from
alternate emergency headquarters cities to all strategic points in the
domain, Moscow may be assumed to enjoy direct command channels to all
Orbit cowmtry capitals, to 211 USSR Republics and other political sube
divisions, as well as to economic control centers and principal head-—
quarters of the army, navy, and air force wherever located,

Command channele are not necessarilv channels of volume
gervice. Instantaneous readinesseto-gervo, certainty and security of
service are the orime prerequisite of such channels, GSuch channels sre
not apt to be cluttered up with administeative or other traffie which
may impair the instantaneity of availability for command communicaticns.
Tt is surmised that such ghannels in the Soviet Orbit are backed up
with alternate channels as protection against loss of the primary channal
through sabotage, accident, or acts of God. As is seen in Appendix B
tre European vortion of the Orbit iz well covered with principal wire
line facilities, Primary, secondary, and if necessary, additional fall-
baeck channels may be available over two or mors different wire line
routes {and in some lacesifmiero»wave radio cireults as well), Within

this Furopean area 1little any dependence on the radio media for
=P D
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point-to-point commend channsle appears to prevail for lnira aresa
service. But oven here sabotage of wire lines (and micro-wave circulis)
by anti-Communists in satelllite countries is a fsctor. East of the

Urale and in lsrge portions of Commmist China the siiuation is

markedly different. Wire line cove is not only iacomplete, bub o
alternate wive line routes do not existy the cnly conplete transcontine
ental route Zollows the trans-Siberien Railroad, Here dspsndence upon radic
a8 & rapid madiz appears heavy, However, the dependability of a radia.
eirculd varies with its length. Furthermorve, since the susceptibility

of & wire line to interruption or operational meladjustmont is & direch
funetion of ite length, wire command channsls betwesn, for exampls,
Moscow and the wire line pointe to the far north and east csn scavaly

be depended upon for readiness-to-serve continuity,

As for internationsl point-to-point command channels
whish serve foreign politiscal, intelliigense, and sgitative needs,
dependence is unavoidably heavy upon radio. Wire lines are
avallsble on an intra-continental basis and soms, but not ali,
continents are intercenmected by submarine cable. But even wheire wire
facilities are availsble, relay of traffic through neutral or wafriendly
(to the Soviet Orbit) countries would render such relayed traffic subject

to delsy, destruction, or compromise, The Sovisi recognition of these
vulinerabilities accent thels provision of the scecalled "closed" iater-
nationsl radloc chapnels, of uhich these reported to exist are listod
in Appendix Do

From the material at hend and snelyzed for this muport,
4% seams convincingly clear, if one attempls o view the Soviet domain
and the rest of the world from the vista of ths Kremlim, that the
Tuinerability of Soviet command channels is rather high in all areas
azoept powsibly in the Buropean 0rbil.

‘2. lotelligence Channels.

Data waz not avallable on the existence and mm@&;me
of Seviet Urbit intelligence chamnels. Undoubtedly some exist.
Thsy s> mentioned hers becauns their strategie impertancs should

% resognined and offorts should bo made to £il) gaps in :lnfom‘lbimnv
IR G-

= 3- Opsgstionsl Chasmmels.

» Operational chaanele ars those channels required fer
the opblmum deployment and esmployment of strategle power g‘!gre Sire
is precious and dependability of service vital. From the aspest of
depsndence on redio, operational channels ars of two prinelpal types.
One type, the non-mobile, partly depends upon radic as ths medium
The other, the mobile, depends wlmest wholly upsn 8. ’

PRI

* This statomeant refars to the sirategie meaning inss-
much gs parallel lines do not exist with separation exceeding 20
miles. Teochnieally there are & separate pole limes paralleling the
Trane Siberian Reilroad from the Ural®k across Siveris. These pole
lines sre ssparsted by a distence varying from 100 feet to 100 yards.
This epacing, while not important from the s tendpoint of iis
capture by a forsign power, substantielly dscresmses the vulnerability
of the lines todemage from such unpredicteble evenis as falling noles,
breakege of crosg-arm@, short=circuits from broken wires, traln wrecks,
and wenther conditions,

w73
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s Nofi-Nobile Operationsl Channels.

: The services performed by non-mobile (includes
portable) opsrational channels are somewhat of the same type as

polnt-to-point command chamnels, but the urgency, inportance, and

dependability of the service they perform may be of a lower order,

A1l sogments of the Soviet Orbit hierarchy and subordinate echelons

{political, economic, air, sea, and land) require the services of such

channels. The urgency, importance, and dependability of theszerviee

generally varies dgirectly with the orgenizational level of the schelon.

They may be lovkad upon as command=tectical channels, subordinate only

4e commend channels themselves, There are apt to be meny more of these

nonsmobile oparational channels than command channels. Whils the wire-

redio media facilities relationship with reapsct to command channels

holde for non-mobile opsrational channels, the lesser exacting service

roquirements permit, st least in sume cases, the employment of less

rapid commnications facilities, such as the rapid forms of transport, six,

pall. ship, and vehicle, Hence the vulnerabillty of Sevist non=moblile

oparationg) ehannels is still high, bt not so high as for commsnd chammwiso

bo Mobile Operationsl Charheds.

Houile channels sre thoss operational channels which
cannot perform their service without the use of the radic medium. Fop
this reascn they are, &3 e group, the most crucial to Soviel Orbit
alactromsgnetdc werfsre considerations. Tho services which these
ehannels conduct are today vital to the development and employment,
eivil end military, of air, sea, and land power. They contribute to the
effectiveness and acceleration of economic activity, and they aid in the
exercise of political control and surveillance, They fall into two
gensral types., Ons type is the mobile communications chanriel, the othor
is the radionavigation and radlio contyal typa.

{1) Mobile Communications Channels.

: Viobile sormunications chamnels are those channels
shieh utilise the radio medium for commnications betweon mobile unita,
such ap alrcraft, ships, vehicles, and trains, and between lend stations
ervi mobile units, There ara thousands of these all over the Soviet
Orbit, The length of the channel ranges from a few miles to thousands
of miles, The volume of service rendered per chawmel is generally not
high, but the urgency, importence, and dependability measures of the
gervion requirement grows lavger and larger as moblle units, .such as
aireraft, ships, and tenks becoms larger and more deadly, and the
nurber of units organised into a fiight, force, or squadren increases.
Tha wulnerability of the service these chamels conduct depends upsn
the number, characteristics, and the type of misslions of the units
involvad and could approsch the strategic importance of command channeis,
a3 in the csse of a large flight of long range bombers ermed with a tomis
Lombs on an atbeck misslons :

{2) Redionavigstion and Radio Control Chennels.

Radionavigstion channels are those channels which
serve as sids toeafe and accurate air, seca, and land navigation, both
2ivil and militery, They also furnish location data for bombing and
other misgions, Radlo control channels sre those channels which may
furnieh control of guided miseiles. Thers appear tobe considsrable
mumbers of the former radic service channels,; but nothing is known of
Sovlet Orbit guided missile econtrol chammela. The combat need fex
leree nusbers of radionsvization and radio contmal chamnels is proe
bebly not eomtinouss Inm faet 4% is woll to suspect that the more wikal

==
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of these channels are shrouded in secrecy to be employed only if and
when 1t becomes strategically and tactically imperative, Nonecombat
neads are assumed to be continous, serving all useful activitiss of |
the Orbid,; politiesl, economle, and military. Some of the radic=
navigabionel facllities are shown in Appendix F, but there are believed
to be many more of theme The wulnerability of Soviet radionavigational
and radie conirol services is considered generally high for combat
ugggea but, in the case of radionavigation for noms=corbal usage, much
lower, This is considered so because there exist alternative methods
of navigation, though some of them may Iincur added hazards to ssfeiy
snd efficieney of operation.

ho Support Chetmels,

T Support channslé sre those channels required for the
exercise of Orbit housekeeping functions. Thay include all those
stragetic ¢hannsls not encompassed in command, intelligence, and .
oparational channgls. They are the most mumercus class of the four,
Such charmels are known by many other names. Among these are
administrative, logiastic, exscutive, public, private, mass com-
munieztlon, news propagsnds, industrial, etg. For purposes of
internationsl radio regulatlon, they inciude 21l the radic services
described in Section I. These channels serve all sepments of the
government, industry, and the militery,

Ths vulnerabllity of support channels is generally
. less than that for the other three ¢lasses. The service they perform
usually can tolersts some delay or can be dispensed with., Leas =spid
medlia, such as physical transport, can be invoked as & metisfactory
aiternate. Under certaln orital conditlons, eircunstances, or
gituations whore time ls the erucial element, wulnerability could be
high. On the whole the yulnerability of this class of channel would
probably rise axponentlially with the elapsa of tims during which the
sorvice they perform was unavailzble, commancing at a low level of
sasentlelity and rising rapidly until readjusimsntis san be mads,

In the interim thers would oscur a cumulative slowdown of the swa
totel activities of the stats,

The above dlacusslion of the fowr clusses of chammels
roveal what appears to be a significant implication for retaliatory
elactromagnetlc warfare, The discussion, in effect, arrives at the
apeculative conclusion that the charnels of greatsst wulnersbility
{conmand) are fewest in pumber and that the channels of leaat
vulnerability (support) sre great in mumber). If this comelusion is
sound, then 1t must follow that retal atory jamming should be
sslective and comcentrated on the fewer channels {commend) of meximal
service vulnerability. But this conclusion muat be as cbvicus to the
Eremlin as 1t is to outsiders. Any Soviet intentions to epand its
electromagnetic warfare opsrations would undoubtedly be eonditioned
by this awsrensss.
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B. [Probahle Effects of Retaliation Upon Orbit Commnic:tions
Operations.

Retaliation implles the axlstencs of enlarged Sovie: clectro=
magnetic warfare, It 18 safe to assume that Soviet decision to enluree
would rrobably be preceded by Soviei decision of intention followed by
sound planning. Planning, among other things, would encompass mesns 1o
cireunvent the speculative conclusion that the channcle of gregtest
vulnerability (command}, being fewest in numbey, would, if they cou’d be
identified in the speetrum, be subjsct to selective and concentrated
retaliatory jamming, hence effective jamming. Planning would also ‘ake
into account the exposure of Soviet radic ehannals to its own Jammivg.,

The probable effects of retallation may he of three
kinds: End effects upon the sum total activities of the Orbity the
effects upon the operstional utilization of the rapid ecommunication
regeurces; and the diversion of resources,

1. End Effects upon the Sum Totsl Activities of the Ortii.

Sovlet planning to enlarge slectromagnetic warfare vould
probably inelude plans to reduce the end effect on Orbit activities as
much ag could be anticipated. But, assuming & major order of the
effectiveness of retaliatory jemming®, a slowdown in the sum total of
activities to the Orbit would be expected to ensue, This is consequent
to delay, confusion arnd losses in rapid radio commmication services,
with chain reactions tending to permeate the entire Orbit, possibly
aggrevated by some sebotage in some Orbit countries. The instantancousness
of political soundings and reactions may be impaired, The exercise of
nilitery command and the conduet of military operations may be Jeoperdized,
The wheels of industry would likely slcw down. The continuing struggls
to achieve and meintain mass cohesion, potency and popularization oriented
to the Kremlin may be weskened., The slow down would begin at a low level,
probably rise rapidly, and begin to recede after readjustments could b2 made,

Quantitative analysis of the effects of retalintory jemning,
if possible at all, wonld be exhaustingly laborious,

2. Effects upon the Operational Utilizetion of ths Rapid

Communicaticne Rescurce,

The effects of retaliatory electromagnetic warfara
upon the operational utilization of the Orbit rapld cormunications
resource would depend o some extent upon the self=induced affeocts
introduced by the Soviet Orbit te enlarge its jamming attack (diversion
of service transmitters to jamming, and self jamming§° The effects.
would also depend upon the effectiveness of counter=atiack., Theoretleally
the vltimste end produet of the two actions would seem to be to destroy
completely the utilizstion of the radio spectrum below 30,000 kilosyelas
for legitimate service. On the way to that end, the wire, microwavs
radlo, and other rapild and less~than~rapid physical media would be
obliged to carry en increasingly heavy burden until that burden was tohal.

Some of the methods of enlarging a Soviet attack are
glven in Section II, These methods cover operational readjustments,
diversions to other media, suspension of scme redio and seme other rapid
services. They represont capability not nacegsarily certain utilization
for jarming. Diversion or increase of production would have a direc:
bearing upon the extent to which the operational methods deseribed in
Section II would be employed. The docision as to the way in which tiene

* In time, duration, sres of coverage, signal levels, emission chara tors
iaties, spectrum ecverage, technical and opengptional control and
systematization, and ability to find and identify the choicest targeis,
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operational and production faetors are to be brought together to
comprise enlargement remains alone of course, with the Kremlin,
assuming Kremlin initiation of enlargement; but. not alone with the
kremlin once that initiation tekes plags. Depending upon the degras
of effectiveness, retaliation would probably induce Sowiet decision
%o apply or to a greater extent some of the methods of section o
IX that are not amployed in inifiating endarged jamming.

: In the fiold of militery commnications, it is of
interont that the Sovists have developed considerable preficlency im
the design of high powersd transmitters, high-powered vacuvm tubes
and directionsl antenns eystsme, which would make Jomming by none
orbit countyries more difficult. '

Although the standard Soviet Army prosedurs for defensc
against enomy jamming coneists of a high refinement of operator tschniques,
the Orbit employs a first class system of signal sacurity based on
World War IT German ¥S U.S.5.R. operations, with changes in frequency,
esll signs, and the uss of ¢ipher keys. These actions provide &
safeguard against selostive controlled tactical jawming. :

, In surmary, it can be ssid that slthough the Orbit's
radio mets are wulnerable to a well organised system of forwawd area
Jarming, & mumber of factors such as signsl security {radio silencs)
anti-javming equipments, and directional anbenns systems mey eventually
provide a formidable barrier to effective non-orbit Jarming operations.

In considering the effeets of :retaliation : :
lof jemning on Orbit tactical nets, it must bs remembered that the bulk
of slectrical communicaticns within Soviet Divisions . handled over wirs
lines with telstyps being used from Division up. A% all times, Sovis®
doetrine dictatos that maximum utilisation be made of existing elvil
fecilities. In addition, should the radio circuits he effectively
voversion of radic traffic to the new miero-wave relsy systems being
installed and to othor equipment above 30 me/s will be initiated.

The Grboit countries, in line with Soviet polisy, will
reverd to other means of cowmunlcations popular ¢o the Soviet Amiy,
guch 28 visual sigmals ineluding such items as pyrotechnies, heliograph,
senaphore and pansls, which are normally used for the transmission of
simple commends amd targst designations.

Mecsengers ave a basie and important means of ecommunicatic

in the Soviel Ammy and ars uged at all ochelons of all arms; however,

the commend lisison officer, a spocially trained and responsible steff
officer, presents the most unusual means of tactical communication.

A9 @ recult of his spocial training, the command lisison officer is able
to react ab any time to any given aituation in the same mamner &9 his
comesnder. Consequently, the use of command liaison officers also tenda
to reduce the requirement for conventional means of coamuiications .

In event of slectremagnotic retaliation against the
Sovist Orbit 4% appears certain that 2ll commumication faeilitise within
the Orbit would be taken over immediately by the military. This would
inerease the military capacily and provide certain alternate egmmunicatior
elreuits. It 3 probable that increazed reliamce would be placed upon
landlines and micro-wave limks whers available. The imposition of mere
stringent traffie priority classifications cowld be expected. It is
bslicved that resord to airmail would follow, perticularly in Eastern
USSR whore radio mow fopme the backbone of commumicabions. Reports of
an intensified program of carrior pigeon training by Soviet military
Porces is indicative of the probable use of this form of cemmunication
in the svomt normal communicaticn channels are dended.
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Eloctrauagnetic countermeasures directed toward
air na.vigatioml aids probably would be quite offective since the
Seviet Air Foree is not known to ha.ve readily available a substitute
nystenm izmune to such moasures.

If the western mations were to retaliate in an
slsctromagnetic war, it is belicved the efficlensy of Orbit tele-
somrenications could be seriously impaired.

Diversion of Resoures.

Retsliation, if effechtive, would bo expected to
indues some diversion of rescurces. The nature and magnitude of
diverslion would seem to be a funchtion of the extent %o which the
Hromlin failed correctly to measure the naturs and extent of
retalistion effectivensss in fack. Assessment of such diversion
s difficuld 4f not impossible. The level of diversion would appear
%o hinge upon ths sssentislity of the clugs of echannsle{Section IIL)
dependont upon the radlo medium which was effectively Jammed. The
diversion of rescurces for command chamnels could bo censidsrable.
This could involve speciel aireralt sourier service, hurried construstion
of new wire and mierc-wave radic facilities involving largs mumbers
of construstion manpovser, reassignment of erdtical raw matarizls asnd
soquipment from other wzes, and posaibly the construction of new access
roads for vehienlar service. These diversionz wouled likely take place
for intellimsnce, opsralional, and support channels using the radio
mediwm but to a lessensd degree maps@@zﬁvely

o78e
SeE-C-B-E-T

Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2



Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 e ccm s oo
SedirC-BimitR

IV.  An Zstimate of Soviet Orbit Cold War Sleetromagnetic Warfare Inteutions

Intention may be assessed by analyses of performancs, ime
plications, and planning. ‘ v

As to performance, the Soviet Orbit has been building what

- appears to be a jarming system. The magnitude and effectiveness of the system
sppears to ba increasing. By performance the system is directed prineipally
if not wholly apainst "hostile" radlo signals sntering the "goveraign" domain
of the Orbit. It is meebing with apprecieble techniesl success, but question-
able psychological and communication success. Some signals get through, Fore
bidden fruit is sweet., Word of mouth is alsc & form of mass communication.
Openly the Kremlin defends its action on the legelietic grounds that the
~ 4transmission of "hostile", unwanted, anti-state signals into a foreign land

e a breech of sovereign rights. The open objactive of this jaming then is
the prevention of reception in the Orbit of foreign "bourgeois propapanda.? .
This objective is consistent with e stablished discontimuities in all forms
of East=West commnication, Thus far the effort at establishing aradio dise
conbinuity has been applied 2lmost exclusively to the mass aural radiobroad-
casting service,

I% would, however, be hazardous to our commnication security
to conclude that this open objsctive represents total Soviet intention. There
is evidence to suggest that this open objective may not be the only objsctive
or even the principal objective of the current jamming effort. Similar, if
not betier, resulits could seemingly be obtained by confiscation of receivers
capable of foreign reception., This apparently has not been done on a wide
scale, though it is well within the police powers of the Kremlin, Reascns
for not taking this effective, though perhaps psychologiecally drastic, action
are not known.

Steps short of this action have been taken, howsver. Foreign:
listening is "discouraged® in numerous ways. Security of listening is pro-
moted by the encouragement of group llstening. Production of radio tubs re-
celvers for private sale is curtailed, Pricee are high. Production of
cheap, insensitive crystal receivers has been increasing., Construction of
wire diffusion centers serving loudspeakeraz continues at a high rate. The
centers, besing under state control and supervision, send out only sanitized
programs. In terms of the nmuwber of transmitisers employed, the Orbit mass
aural radio transmission base appears inadequate to servs so large an arsa
through the redio medium alons, :

These intermediate~-in time more than in effect~smsasures of
actual performance offer material over which to speculate on implied inten~
tions. The jarming performance today may have a dual purpose. It helps to
achieve more complete East~West communication discontinuity. And it serves =
a proving and exercising ground for the development of a broader electromage
netic warfare resource. But if the intermediate measures are d eveloped %o
their ultimate end, the foreign radiobroadcast reception base in the Orbit
w41l have been eradicated, and with it the need for jemming foreigm radice .
broadcasts. This would leave the Orbit with a jemming resource without a
mission. What is to become of 1%

It would be extraordinary indeed, if these implications

have any basis in fact, 1o surmise that the Kremlin planning for jamming were
limited in scope to considsrations of foreign radicbrosdcast service alone.
It must occur to the Kraemlin that its antaponists are polarized on the United
States, that the United States is removed in distance, hence time, from its
European and Pacific allies, and that, in conmsequence of the latter, the spar-
sity of other rapid media and the length or inadequacies of rapid physical
media, the United States is heavy dependent upon radio for rapid communice=
tions with its allies and its own stratepic bases.

It is not believed the Soviets will fully reveal their poter-

tial for Electromegnetic Warfare during a coldewar perdod. A full effort of
Jamnding during the cold-war period agafnnt militarypaircuiw is not contem-

pl&tﬂdo

The Soviets wlll probably atiempt to minimize their vulner-
ability by frequency flexibility, by providing ease of transmitter tuning, us:
of antennss as directlive as possible, judicious use of fraquencies in relatior
‘o propapation conditions, use of more selective raeceivers, use of short trant
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" mission techniques (flash), greater use of frequencies above 30 negacyele
for tactical services, continued increase in activity et the very low :
frequencies, probaile use of frequencies in the 10-15 kilocycles bend
from shore points which will provide them temporary immunity from countere
measures, and other well-established means of" improving treffic speed,
decreasing time on the air, and reducing over-all traffie and chattier,

A. As to Minimization of Electromagnetic Warfars Vulnersbilities

Vulnerability has been defined here as the suscepiihility
of the Soviet Orbit to disruption in the exercise of the sum totel
activities of the state in all its remifications. The key to
assessment of vulnerability is the measurement of the strategic
essentiality of Orbit radic servieces for those purposes. It is
thought that the Orbit can considerably minimize further its cold
war volnerabilities. This can be done by reducing its present
heavy dependence on the radio medium below 30,000 kilocycles. It
pessesses the productive and manpower capabilities to do so.
Construction of wire lines and/or microwave radio systems to round
out its basic and nonemobile rapid communications facilities in
large portions of the domain east of the Urals, increases in none
rapid media capacitiés in thin areas seattered around the Orbit,
and improvements and extensiocns of rapid physical media would
markedly reduce the strategic essantiality of Orbit radio services.

But it can not completely overcome this strategic essent-
iality without impairment of strategic powsr. Radio is needed fcr
long=range mobile operations, principally for ite air, sea, and
land power. The Kremlin is unlikely to ignore this insurmountsble
condition in contriving to decide on the initiation of enlarged
electromagnetic warfare, ‘

It seems quita clear that, under cold war conditions, the
Erenlin intends to continue to work toward minimization of the
strategic essentiality of Orbit radio services, But this will
probably not be done at the risk of inecurring ‘serious disturbance
to rapid and full flowering of Orbit strategic power,

Ba A8 to Maximization of Cold War Electromagnetic Warfare

There is no evidence a% hand to indicate that the Kremiin
has, in fact, invoked thue far in the post World War II period ary
of its electromagnetic warfare capabilities for what have been
popularly called cold wars (Berlin Blockade, Korea,; Indo=China),
The current jamming effort agalnst foreign radiobroadeasting, per
28, can be characterized as a legal conteat with psycholegical
warfare implications, But this is not to gay that in any contrivad
future cold war incited by the Kremlin but executed by second
parties the Kremlin would not invoke some degree of electiromagnetic
warfare of the real variety., It would likely be innocently
localized 3o as not to reveal the Kremlin's full hand of tricka..
These would be reserve in the interest of surprise and of catching
the major enemies unprepared for a hot war in which the Kremlin
would assumebly hold the combat and electromegnetic warfare
initiative,
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Vo Conelusions

The Soviat Orbit ponsesses, in being, a mswmoth papid
commnicailions resource, included in which are active Jjamming fasilie
ties. The Orbit holds the power to and probably is fmproving and
sxpanding this covsmnications rescurce., It contains inadequeciss in
gcope gnd depthe These sre being ovvercome, but more thaniwo years will
be required to minimize them, In the meantime its vulnersbillty in terms
of the strateglc essentlality of its radie services is hipgh., AL the
ssme time, it possesses s huge untappad elsctromapnatic warfare capabile
ity. But the full comzdtmeni of thie capshbility in the fsce of its high
vulnerability would be intolersble for swveral ysars to scms. The Hrem
din may tep this capsbility in part sud only under localized cold wayr
conditions in guch wise as not to provoke broad retalistion on the part
of free nation mambers of the United Nations. To do otherwise would
simply warn the West of the shape of thinge to coms and thus affordywas
son and opportunity for ths deveolopment of retaliatory capebility
(unless that capsbility alveady existe. This tip=off would destroy the
wlement of surprise which the Kremlin may wish to preserve. The
problem is of sufiicient magnitmde and importance to justify contin-
wing study and positive action,

"‘81“
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SeEmCeReiied

L R U e

Postoripi: Effects of 8 Hobt Wer vpon the Coneclusions Reached in
{V) for a CGold War, ‘

Ao Civil

Three assumptlons ars made here: 1) That the hot
wer enewy 1is polarized at the United States; 2) That the Soviet
Orbit possesses greater eloctronagnetis warfare capubility than
do the free nations of ths United Nmtions {This is purs conjesture) s
and 3} Yhat the Kremlin ie munra of (2). The incidence of & hot
war would invcke on the part of the Soviet Orbit as full an cmploy-
ment of its selectromagnetic warfare capability s its war time
legimato stiretegic essenvial radio needs would permit.
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